rapporter

CANCERFONDEN
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Cancerfondens vision
dr att besegra cancer.
Varje dag strdvar vi mot
att farre ska drabbas och
fler botas, alternativt
leva ett Idngt liv med
god livskvalitet.

Innehall

Vart héllbarhetsarbete

Social hallbarhet

Ekonomisk héllbarhet
Miljomassig héllbarhet
Riskhantering

Effektrapport
Forvaltningsberdattelse

Styrelse

Ledning

Resultatrakning

Balansrdakning

Forandring av eget kapital
Kassaflodesanalys

Noter

Vi som foretrader Cancerfonden
Revisionsberdattelse

Vardepapper

Donerade vardepapper
Forskning

Forskningsprojekt

Tjanster, planeringsgrupper, stipendier med mera
Cancerfondens forskningsndmnd
Bedomningsgrupper 2022
Forskningsndmndens prioriteringskommittéer 2022

Kontakta oss
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VART HALLBARHETSARBETE

Vart hallbarhetsarbete

Var vision @r i grunden ocksa malet med vart hallbarhetsarbete: Vi vill besegra cancer. Vart
arbete syftar till att farre ska drabbas och fler 6verleva. For att na vart mal ar vi verksamma

inom tre omraden: forskningsfinansiering, kunskapsspridning och paverkansarbete.

Att besegra cancer

Forskningen och varden utvecklas snabbt och vi
vill att framstegen ska né fram till alla som drab-
bas. Darfor arbetar vi for att Sverige ska ha en sa
god, effektiv och jamlik cancervard som majligt.
Vi vill ocksé vanda den negativa utvecklingen
med ett 6kande antal nya cancerfall varje ar
genom att sprida kunskap om att upp till tre av
tio cancerfall kan férebyggas och pd sé satt
bidra till att fler forandrar sina levnadsvanor.

Transaktion 0922211555749085753k

Vart hallbarhetsarbete
Vart arbete utgdr ifrén social, ekonomisk och
miljémassig héllbarhet och tar sitt avstamp i
Agenda 2030, FN:s globala mal for att avskaffa
extrem fattigdom, minska ojamlikheter och
ordttvisor, framja fred och rattvisa, och l6sa
klimatkrisen till ar 2030.

Vart interna hallbarhetsarbete fokuserar
pé& omrédena miljo, sociala férhéllanden,
personalfragor, mangfald, manskliga rattigheter,

TELSE 202
igne

antikorruption, exempelvis oredlighet inom forsk-
ning, samt sdkerhet och ekonomi. Vi har satt upp
matbara mdl fér héllbarhetsarbetet och arbetar
med kontinuerlig uppféljning av dessa.
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Social
hallbarhet

For oss utgor de sociala héllbarhetsfragorna kérnan i var verksamhet.

Vi stravar efter en jamlik cancervard som ar tillgdanglig for alla.

Madnskliga rattigheter

Ratten till sjukvard pa lika villkor ar en av de
grundldggande mdnskliga rattigheterna, och
en rattighet som ar fastslagen i halso- och sjuk-
vardslagen och i diskrimineringslagen. Att
cancervarden pd manga satt ar sé ojamlik, ar
ndagot vi arbetar med genom séval kunskaps-
spridande som péverkansarbete.

Sedan Cancerfonden grundades 1951 har vi
delat ut 1S miljarder kronor till den framsta can-
cerforskningen i Sverige. Under érens lopp har
forskningen tagit stora steg framat och resultatet
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ar nya behandlingar som gér att tvé av tre som

far cancer numera éverlever.

Jamlik cancervard och forskning
Undersokningar visar att personer med lagre
inkomst ocksa i lagre utstréckning deltar i
screening for att upptacka cancer, j@mfért med
personer med hogre inkomst. Samma trend
syns ndr det gdller utbildningsniva. Skillnaderna
mellan och inom olika regioner &r ocksa stora.
Cancerfondens rapport Segregerad screening
visar exempelvis att personer i Stockholms-

férorten Bromma, i hégre utstrackning deltar,
an personer i Skarholmen. | Géteborg deltar
personer i distriktet Orgryte i hégre utstréckning
an personer i Bergsjon. Om alla tre screening-
program nddde samma deltagande som kom-
munerna med hogst deltagande skulle 194 fler
livkunna réddas varje ar.

| rapporten uppmanar vi sévdl regeringen,
som regioner att ta krafttag mot ojamlikheten
inom cancervarden, detta for att radda liv och
minska lidande.
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Vi har en arbetsmiljépolicy
som syftar till att skapa

en sdaker arbetsmiljo
som ger medarbetarna
forutsattningar fér att trivas,
prestera och utvecklas
under ett helt arbetsliv.

Sociala frégor och medarbetarfragor
Jamstdlldhet och mangfald

Vart mal ér att vara en inkluderande och jam-
stdlld organisation ar 2024. Genom tydliga rikt-
linjer till vara rekryteringspartners arbetar vi for
att dtgarda den obalans som idag rader. Under
2022 har vi uppnétt en fordelning pa 39 procent
man och 61 procent kvinnor i slutet av dret, att
jamféra med férdelningen 42/58 i bérjan av
2022.

Pulsmétningar

Tillsammans med Winningtemp genomfor vi
|6pande pulsmatningar fér att félja hur perso-
nalens upplevelse av bland annat ledarskap,
meningsfullhet och gladje i arbetet utvecklas.

Hdlsoarbete

Vi arbetar aktivt med hdlsofrdémjande étgarder. Vi
erbjuder hdlsoundersékningar och halsosamtal,
men ocksé friskvardsbidrag och tréning tillsam-
mans pd arbetstid. Vid gemensamma personal-
aktiviteter ingdr olika former av fysisk aktivitet.

Arbetsmiljé

Vihar en arbetsmiljépolicy som syftar till att
skapa en sdker arbetsmiljé som ger medarbe-
tarna férutsattningar for att trivas, prestera och
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utvecklas under ett helt arbetsliv. Darfor vill vi att

ledarskapet ska préglas av en god dialog med

medarbetarna, tidiga insatser med fokus p& att

forebygga ohdlsa och ett aktivt arbete med frisk-

faktorer i organisationen.
Var arbetsmiljopolicy innebdr bland annat att:

* det réder nolltolerans mot mobbning, trakas-
serier, sexuella trakasserier, diskriminering eller
krénkande sarbehandling samt alkohol och
droger pd arbetsplatsen

+ chefer och arbetsledare har/fér ratt kunskaper,
kompetens, resurser och befogenheter for att
kunna verka for en bra och sdker arbetsmiljo

* alla anstdllda far den introduktion och utbild-
ning de behover fér att kunna arbeta sakert

* attvi regelbundet, och vid férandringar, under-
soker och riskbedémer saval var fysiska som
var organisatoriska och sociala arbetsmiljo for
att kunna vidta de atgarder som behdévs for att
skapa en sdker och trygg arbetsplats

* vilever upp till den lagstiftning som finns inom
arbetsmiljdomradet. Vara anstdllda omfattas
av kollektivavtal och Unionen finns represente-
rad i en lokal fackklubb.

Kulturvision

Var kulturvision omfattar vara varderingar,

beteenden och strategier och ska fungera som

ELS

en ledstjarna for den kultur vi vill skapa tillsam-
mans: "P& Cancerfonden visar vi respekt och
fértroende fér varandra. Vi ar engagerade,
nytdnkande och tar tillsammans ansvar fér att
snabbare nd vér vision - att besegra cancer”
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Ekonomisk

hallbarhet

VART HALLBARHETSARBETE | EKONOMISK HALLBARHET

Cancerfonden &r en av de insamlingsorganisationer som givarna har storst fortroende

for och vi ér en av de organisationer som samlar in mest pengar. Det ger oss méjlighet

att arbeta fér att besegra cancer.

Ekonomi

Cancerfonden &r en av de insamlingsorganisa-
tioner som givarna har stérst fortroende fér och
vi ar ocksd en av de organisationer som samlar
in mest pengar. Den allra stérsta delen av det vi
samlar in finansierar svensk cancerforskning,
men en del har vi placerat i olika typer av varde-
papper. Vara placeringstillgéngar ar ett buffert-
kapital vars framsta uppgift ar att sékerstalla
bindande dtaganden for forskningsfinansiering.
Vidare ska avkastningen fran kapitalet bidra till
att vi kan né uppsatta mdl, och utgér darmed ett
komplement till insamlade medel. Aven vid en
mycket kraftig nedgéng av givandet i Sverige
kommer vi att kunna fullfélja alla véra 16ften
under lang tid. Var investeringsportfolj ar balan-
serad och innehdller ranteb&rande papper och
aktier med hog likviditet. Vi har inga lan.

Anti-korruption och sakerhet
Forskningsndmndens ansvar

Den som vill bidra med pengar till cancerforsk-
ning ska se Cancerfonden som det bdsta alter-
nativet. D&rfor ar det viktigt att var process for
utdelning av insamlade medel har ett hogt fértro-
ende bland allménheten och i forskarsamhallet,
och att vi kan visa givarna att de bidrar till forsk-
ningens framsteg. Var forskningsndmnd ansva-
rar fér utdelningen av forskningsanslag. Namn-
den beviljar anslag enligt vara stadgar och med
styrelsens godké&nnande. Anslagen stédjer och
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utvecklar svensk cancerforskning och angréns-
ande forskningsomréden av hég vetenskaplig
kvalitet.

Forskningsndmnden har faststdllt beslutspro-
cesser som sdkerstdller att dess uppgifter och
instruktioner efterlevs, samt att det sker enligt
gdllande ratt och god forskningssed. Forsknings-
namnden har Gven regler som férhindrar jav och
som sdkerstdller oberoende ndr nédmnden bere-
der och beslutar om anslag eller hanterar dren-
den om missténkt oredlighet. Det ar viktigt for
kvaliteten i processen att vi har hog kompetens
i bedémningsgrupperna och tidsbestémda
mandatperioder.

Oredlighet inom forskning
Forskningsndmndens policy om oredlighet i
forskning omfattar forskare som har, eller séker,
forskningsanslag eller anslag for tjanst frén Can-
cerfonden. Cancerfonden féljer upp och arbetar
kontinuerligt med frédgan.

Personuppgiftshantering

Vibehandlar personuppgifter i egenskap av
arbetsgivare, gdvomottagare och forsknings-
finansiar. Vart mal &r att alla ska kanna sig trygga
i forvissningen om att vi behandlar personupp-
gifter p& ett sckert satt och att vi endast anvan-
der personuppgifterna fér det andamal som de
samlats in. Integritetspolicyn finns alltid tillgéng-
lig for alla att Idsa pd cancerfonden.se. Vi féljer

PA‘%‘RELS

kontinuerligt upp personuppagiftshanteringen
och eventuella personuppdiftsincidenter, bland
annat i var mdlstyrning. Vi ingdr personuppgifts-
bitrddesavtal med alla leverantérer som behand-
lar personuppgifter &t oss, och vi héller en dialog
med Datainspektionen om vi upptécker en situa-
tion hos en leverantér som inte uppfyller vara
sakerhetskrav.

Malstyrning

Vi planerar och féljer upp vér verksamhet
|6pande enligt en val beprévad styrmodell. Styr-
modellen utgdr ifrén véra strategier och inrikt-
ningsmal som leder oss mot var vision. Varje host
engageras hela organisationen i att satta ett
overgripande mal fér kommande ér som sedan
kopplas till mé&l fér respektive avdelning, enhet
och individ. Mdlen tillsammans med budgeten
sammanfattas i en verksamhetsplan och fast-
stdlls av styrelsen i december. Under dret utgor
verksamhetsplanen grunden for vart arbete och
vi foljer upp véra mal manadsvis pd samtliga

nivéer i organisationen.
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VART HALLBARHETSARBETE | MILJOMASSIG HALLBARHET

Miljomassig

hallbarhet

Var malsattning ar att minimera verksamhetens negativa paverkan ur ett hallbarhetsperspektiv

sa langt det ar maojligt. Da vi inte har nagon egen produktion eller annan verksamhet med

vasentlig miljopaverkan, blir var viktigaste insats att stdlla hallbarhetskrav pa véara leverantérer,

véra samarbetspartners samt de foretag i vilka vi investerar vért buffertkapital.

Darutéver stravar vi standigt efter att beakta det
miljomassiga perspektivet inom var interna
organisation och kontorsmiljo.

Hallbarhetskrav vid inkép
Vid varje inkép ska eventuella personliga anknyt-
ningar till potentiell leverantér redovisas. For
inkop dar vardet dvergar 200 000 kronor stdller
vi s&val miljokrav som etiska krav pé leverants-
rerna. Vi samarbetar i férsta hand med féretag
som stodjer internationella konventioner om
madnskliga rattigheter och miljéfragor, samt
har samma eller liknande varderingar som
Cancerfonden.

Vi séker samarbete med féretag som har
* en stabil och langsiktig ekonomisk varaktighet
* ett hdllbart perspektiv pd saval samhdalle som

affarsverksamhet.

Vi samarbetar inte med

foretag som har intressen eller tillverkning
inom tobaksindustrin.

Vid bestdlining som innebdr behandling eller
overféring av personuppgifter ska dven person-
uppgiftsansvarig konsulteras. Vi har ocksé en
automatiserad attestordning, integrerad med
ekonomisystemet for godkdnnande av fakturor
och andra betalningar.
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Placeringspolicy/Investeringspolicy
Vi stodjer den vision om en global héllbar
utveckling som ligger till grund fér Agenda
2030 och FN:s globala mdl. | enlighet med vér
vision om att besegra cancer lagger vi sarskild
vikt p& investeringarnas inverkan pé de fragor
som ligger till grund fér mal 3, Halsa och
valbefinnande.

Placeringar ska géras i féretag som framjar

efterlevnad av internationella normer fér miljo,

madnskliga rattigheter, arbetsratt och anti-korrup-

tion, samt tar ansvar fér den eventuella negativa
miljo- eller sociala péverkan som deras pro-
dukter har p& omvarlden. Daremot féar place-
ringar vare sig ske i féretag som inte férebygger
eller atgardar bekraftad negativ paverkan pd
manniskor och miljo, eller i féretag som &r
involverade i produktion av sarskilt skadliga
produkter.

Avfallshantering

Pa vart kontor har vi goda majligheter till kdllsor-
tering av avfall i kontorsmiljon och vi har utarbe-
tat rutiner for sortering av mat, papper och IT-
avfall. Vi samarbetar i detta med en extern leve-
rantér som hamtar vart avfall och tar ansvar for
att sorteringen fortsatter Gven efter att det har

ldGmnat kontoret.
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Resor och transporter

Vi stravar efter att minska vart klimatavtryck
under resor och transporter som sker till foljd av
vér verksamhet. Darfor féljer vi kontinuerligt upp
vara resor och vdljer sé langt det ar mojligt taget
fore flyget. For vara transporter samarbetar vi
framst med leverantérer som erbjuder héllbara
transporter avseende logistik och drivmedel.

%

Vi stodjer den vision om en
global hallbar utveckling
som ligger till grund for
Agenda 2030 och FN:s

globala mal.
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VART HALLBARHETSARBETE | REVISORNS YTTRANDE

Revisorns yttrande
avseende den lagstadgade
héllbarhetsrapporten

Till huvudmannamétet i Cancerfonden
- Riksféreningen mot cancer
org. nr 802005-3370

Uppdrag och ansvarsférdelning

Det ar styrelsen som har ansvaret for hallbarhets-
rapporten fér &r 2022 pé sidorna 3-8 och for att
den ar upprattad i enlighet med drsredovis-
ningslagen.

Granskningens inriktning och omfattning
Var granskning har skett enligt FAR:s rekommen-
dation RevR 12 Revisorns yttrande om den lag-
stadgade héllbarhetsrapporten. Detta innebdr
att var granskning av héllbarhetsrapporten har
en annan inriktning och en vasentligt mindre
omfattning jamfért med den inriktning och
omfattning som en revision enligt International
Standards on Auditing och god revisionssed i
Sverige har. Vi anser att denna granskning ger
oss tillrécklig grund fér vart uttalande.

Uttalande
En héllbarhetsrapport har uppréttats.

Stockholm den dag som framgér av den
elektroniska signaturen
KPMG AB

Fredrik Sjolander
Auktoriserad revisor
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RISKHANTERING

Riskhantering

Osdkerhet om framtida hdandelser dr ett naturligt inslag i all verksamhet. Det kan

péverka verksamheten positivt och ge majligheter till 6kat fortroende och aktualitet,

men ocksa negativt genom inverkan pé vér verksamhet och darmed véar majlighet

att besegra cancer.

Att kontinuerligt identifiera och utvardera risker
ar darfor en naturlig och integrerad del av var
verksamhet. Vara interna processer och vart
verksamhetsledningssystem syftar till att kontroll-
era, begrdnsa och hantera prioriterade risker pa
ett proaktivt satt.

Skapa tydlighet i riskhanteringen

Det 6vergripande malet med riskindelningen ar
att skapa en transparent och tydlig riskhantering
i organisationen, och géra det majligt att félja
upp och kvalitetsvardera analysen.

Det finns tre huvudtyper av vasentliga risker
som Cancerfonden arbetar med: externa risker,
strategiska risker och operativa risker.

Riskerna hanteras I6pande pd olika nivéer
inom organisationen och i den strategiska pla-
neringsprocessen. Ytterst ar det styrelsen som
infor véra huvudman ansvarar fér organisatio-
nens riskhantering.

Ledningen genomfér drligen moten dar de
diskuterar riskhantering. Under det férsta motet
satts Cancerfondens kontext och under det
andra sammanstdller ledningen de kritiska
externa och strategiska riskerna. Ledningen
rapporterar dven l6pande riskfragor kring var
finansiella status. Vart héllbarhetsarbete dren
integrerad del av den I6pande riskhanteringen.

Var uppférandekod och vért certifierade verk-
samhetsledningssystem, ISO 9001:2015, utgér
grunden fér den operativa riskhantering som
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hanteras pé alla nivéer i organisationen. Syste-
met bidrar med systematik genom hela lednings-
systemet, sd att forebyggande atgdrder integre-
ras i planering, analys och utvardering av véra
aktiviteter och processer. For att stdrka medarbe-
tarnas medvetenhet och kunna undvika risker
ska vi:

Varna en kultur dar medarbetare inser vardet

av fortroendet for var organisation.

* Vara 6ppen kring problem som dyker upp. Det
ar viktigt att medarbetare snabbt tar upp det
som intréffar med ndrmaste chef eller general-
sekreterare. Alternativt via Cancerfondens
whistleblower-tjanst om en medarbetare
kénner att hen inte kan ta upp problemet med
nagon av ovanstdende.

+ Settill att det finns god kunskap hos ledningen

om hur kriser ska hanteras.

Externa risker
Externa risker ar risker som till stor del ligger
utanfér Cancerfondens kontroll, men som ar
viktiga att identifiera och vardera fér att vi ska
kunna anpassa oss till risken och minska effek-
ten. De externa riskerna handlar till stor del om
langsiktiga perspektiv och kan éppna upp for att
identifiera mojligheter och motatgdarder som gor
att Cancerfonden kan géra omstaliningar som
kan minska riskens paverkan.

Trots I6pande riskhantering kommer kriser forr
eller senare att intraffa. Under ett turbulent 2022

PA‘%‘REL

har vi markt 6kade geopolitiska spanningar
med ett krig i vart nGromrade vilket medverkat
till energikris och 6kade elkostnader. Inflation,
stigande réantor och tappad képkraft ar andra
externa faktorer som vi stdndigt analyserar ur
ett riskperspektiv. De tvé tidigare dren med
pandemi innebar ocksd en form av stresstest for
var krisberedskap. Insatserna har bland annat
handlat om att sékra fungerande IT-I6sningar
och att ta fram hjalpmedel fér medarbetare, allt
i syfte att skydda vara medarbetare, vara sam-
arbetspartners och vér verksamhet.

FN:s globala mél

Hallbarhetsfragans relevans fortsatter véxa och
var verksamhet har en stark koppling till uppfyl-
landet av FN:s globala mél fér hallbar utveckling,
sé& som de formulerats i Agenda 2030 fér hallbar
utveckling.

Med dagens hoga férandringstakt ser vi hall-
barhetsrisker som skulle kunna péverka véara
majligheter att na vart mal. En tydlig risk handlar
om klimatrelaterade katastrofer som intraffar allt
oftare och som blir allt kraftigare. Detta skapar
direkta utmaningar och behov som maste hante-
ras, vilket i sin tur paverkar l&dngsiktiga utma-
ningar som exempelvis hur politiken hanterar
cancerfragan eller hur relevant bidragsgivare
tycker att kampen mot cancer dr.

Vi ser ocksd hur ékade klyftor i samhallet
péverkar individers majligheter till en halsosam
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livsstil. Okande klyftor innefattar ocksa lagre kun-
skap och en polarisering i hdlsofrégan, samtidigt
som vi ser att framtida klimatférandringar

kan sdtta Gn mer press pd en redan anstrangd
sjukvard.

Strategiska risker
Interna och externa hot @r risker som kan
paverka var férméga att nd uppsatta strategiska
mal fér organisationen och avdelningsvis. Mark-
nadsutvecklingen paverkar i hég grad vér verk-
samhet dar de klassiska insamlingsarenorna for-
andras. Det finns en stor efterfrégan pd att enkelt
kunna ge ett bidrag och snabbt fa bekraftelse pa
att man som individ har bidragit. Har arbetar vi
for att standigt utveckla metoder att bidra.
Ytterligare utmaningar med de férandrade
arenorna dr var férmaga att nd ut till nya givar-
grupper, undvika férvaxling med andra organisa-
tioner och férhindra eventuella fortroendekriser
som ar kopplade till insamlingsbranschen. Har
arbetar vi I6pande med tydlig och snabb kom-
munikation fér att undanréja missuppfattningar
som kan péverka vart varumdarke. Vi arbetar
ocksé strategiskt for att skapa kannedom om
och fértroende fér Cancerfonden genom trans-
parens i var verksamhet och kommunikation.
Detta ar ocksa viktigt, sett till kopplingen till vart
péverkansarbete fér att fé politik och myndig-
heter att prioritera cancerfragan.
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Operativa risker

Operativa risker orsakas av bristfdlliga interna
processer, exempelvis i form av manskliga fel
eller felaktiga system, eller av externa handelser.
P& en 6vergripande nivé arbetar vi med riskmini-
mering och analyserar operativa risker bland
annat i samband med avdelningsplanering, i
projekt och infor storre forandringar. Analyserna
bygger pa en metod fér sj@lvutvardering av verk-
samheten och ligger till grund fér vidare plane-
ring och prioriteringar av atgdrder for att redu-
cera riskerna. Vi arbetar aktivt med att sénka
risknivan och foljer regelbundet upp analyserna.
Varje ar revideras verksamheten och samtliga
standardkrav i enlighet med 1ISO 9001, och

i samband med det utvarderar vi ocksd den
samlade riskhanteringen.

For Cancerfonden @r operativa risker framfor
allt kopplade till rekrytering och medarbetare.
Har arbetar vi for att starka vart arbetsgivarvaru-
marke och visa véra medarbetare att de ar var
viktigaste resurs. Vi genomfér pulsmétningar
bland medarbetarna fér att félja hur de upplever
arbetsplatsen och arbetsférhéllandena. Vi arbe-
tar ocksé med vidareutbildning och coachning,
samtidigt som vi har en tat dialog med den
lokala fackklubben Unionen.

Fértroendeskapande Gtgérder

Externa granskningar bidrar till en kad transpa-
rens och dr viktiga fér var trovardighet och risk-
minimering.

For att lyckas med forskningsfinansiering,
kunskapsspridning och paverkansarbetet,
behover vi vara en val fungerande och modern
insamlingsorganisation. D&rfor ar det viktigt att vi
agerar pd ett fértroendefullt satt i samtliga funk-
tioner och inom samtliga verksamhetsomraden.

Var uppférandekod satter ramarna fér hur vi
ska agera och vilka krav vi stéller i relationen
med vara intressenter. Darfor ska till exempel de
forskare som vi finansierar och Gven andra akté-
rer som vi samarbetar med, leva upp till vara
etiska varderingar och principer.

For att férsakra oss om att kunna hantera
omvarldsférandringar som paverkar var finan-
siella férmaga att bedriva var verksamhet arbe-
tar vi med aktiv férvaltning av vart dverskott.
Véra placeringstillgéngar utgér ett buffertkapital
vars framsta uppgift @r att sdkerstélla bindande
forskningsétaganden.
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Var vision dr att besegra'car

Genom ott finansiera den framsta f0
| ap om cancer och

afigor, orbetar vifor oft

are ska drabbas och fer ska dverleva.




Effektrapport

Alla insamlingsorganisationer som ar medlem-
mar i branschorganisationen Giva Sverige fér-
binder sig att publicera en effektrapport. Syftet
med effektrapporten @r tudelat: dels att ha som
underlag fér styrning och utveckling av verksam-
heten, dels att visa for givare, medarbetare och
ovriga intressenter vilken samhadllsnytta som
uppnds.

| &r har vi valt att integrera delar av var arsbe-
réttelse p& cancerfonden.se, medan finansiella
rapporter samt vart risk- och héllbarhetsarbete
presenteras samlat i den hdr rapporten.
Tillsammans ger dessa en sammanhdngande
berdattelse som knyter samman de resurser vi
har och hur vi anvénder dessa fér att genomféra
aktiviteter och prestationer, samt vilket utfall och
vilka effekter vart arbete har lett till.

Var verksamhet beskrivs i den har arsberattel-
sen genom fyra delomraden - Férebygga, Upp-
tacka tidigt, Bota fler och Leva val. Véra resurser,
aktiviteter och prestationer beskrivs I6pande i
dessa delomréden samt i den hdr rapporten.

Av Giva Sveriges riktlinjer framgér det att vi i
effektrapporten ska beskriva "hur en insats @r
tankt att dstadkomma férandring for att [6sa ett
problem. Teorin bérjar med resurser, fortsétter
med aktiviteter och prestationer och fullbordas
i effekter p& kort, medelléng och langre sikt.
| modellen ingér aven vilka mélgrupper som
organisationen riktar sig till, beskrivningar
av vilka antaganden som ligger bakom de for-
vantade orsakssambanden, samt vilka externa
faktorer och aktérer som ocksé kan tdnkas
péverka resultatet.”

Transaktion 0922211555 74559808

Rapportens avgrédnsningar

EFFEKTRAPPORT | INDEX

Beskrivning av Cancerfondens associationsform, verksamhetsomréden 14-16
och geografisk tackning.

Redogorelse fér rapporteringens avgransningar med beaktande 14-16
av till exempel verksamhetsomraden och geografi.

Redogorelse fér den tidsperiod som rapporteringen galler. 14-16
Var férdndringsteori

Beskrivning av det problem vi adresserar och fér vilka mélgrupper. B,C.D, E 14-16
Redogorelse for vilken typ av resurser vi anvander fér att né tankta effekter. A
Redogorelse for de aktiviteter vi genomfért for att né tankta effekter. A B.C D, E 3-8,14-16
Redogorelse for de effekter pd kort och medelléng sikt som aktiviteterna AD
Vi utfor ska resultera i och som ska leda fram till vara effekter pé& langre sikt,

samt ndr i tid de férvantas realiseras.

Redogorelse for de effekter pa langre sikt som vi vill dstadkomma, A D
samt ndr i tid de férvantas realiseras.

Redogdrelse fér de antaganden som ligger till grund fér var férvantan A D
att aktiviteterna kommer leda till effekterna.

Redogorelse for externa faktorer och aktérer som ocksé kan tankas péverka 7-8,10-11
huruvida de tankta effekterna nés.

Rapportera resurser

Organisationens totala verksamhetskostnader under rapporteringsperioden. 14-16, 20, 24-26

Redogdrelse fér den del av organisationens verksamhetskostnader som faller

inom effektrapportens angivna avgrdnsningar.

14-16, 20, 24-26

Kvantifiera évriga relevanta resurser som nyttjats for att né tankta effekter. A, 14-16, 34-46
Rapportera prestationer

Redogorelse for prestationer. A, 3-8,14-16
Rapportera utfall och effekter

Redogorelse for utfall pa kort, medellang och ldngre sikt. A
Redogorelse for och/eller resonera om effekter pa kort, medelléng och A
langre sikt, det vill sdga hur stor del av utfallet som intraffar som en f6ljd

av den genomférda aktiviteten, och som annars inte skulle ha intréffat.

Utvdrdera

Utvardering av prestationer i forhallande till anvanda resurser, A 14-16
tidigare resultat, andras resultat och/eller satta mal.

Utifran drets resultat, dela lardomar och vad vi avser géra for att A
upprétthélla och férbattra resultatet i framtiden.

Beskrivning av hur vi mater

Definitioner av de resultatmatt som vi anvander fér att méta prestationer, A D
utfall och effekter.

Redogdrelse fér de styrkor och begransningar vi ser med de resultatmatt 3-8,10-11

och den process vi anvdnder.

A https://www.cancerfonden.se/om-oss/arsberattelse/2022

B https://www.cancerfonden.se/om-oss/arsberattelse/2022/forebygga

C https://www.cancerfonden.se/om-oss/arsberattelse/2022/upptacka-tidigt

D https://www.cancerfonden.se/om-oss/arsberattelse/2022/bota-fler

E https://www.cancerfonden.se/om-oss/arsberattelse/2022/leva-val
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FORVALTNINGSBERATTELSE

Forvaltningsberattelse

Styrelsen fér Cancerfonden — Riksféreningen mot cancer, organisationsnummer 802005-3370,

uppréttar harmed arsredovisning for verksamhetsaret 1 januari-31 december 2022, Cancerfondens

T1:e verksamhetsar. Siffror inom parentes visar jamforbar siffra for 2021.

ALLMANT OM VERKSAMHETEN
Cancerfondens vision ar att besegra cancer.
Varje dag strévar vi mot att férre ska drabbas och
fler botas, alternativt leva ett langt liv med god
livskvalitet. Tillsammans bidrar vi till en battre
framtid for fler. Genom att finansiera den
framsta forskningen, sprida kunskap om cancer
och péverka beslutsfattare, arbetar vi fér att
farre ska drabbas av och fler éverleva cancer.
Cancerfonden é@r en fristdende, ideell organisa-
tion utan statligt stod. Cancerfonden har sitt séte
i Stockholm. Vart arbete dr helt beroende av
testamenten och gévor frén privatpersoner och
foretagssamarbeten.

SYFTE OCH ANDAMAL: HUR VI
TILLSAMMANS BESEGRAR CANCER

SNABBARE

Forskningsfinansiering

Vi dr en av de storsta finansidrerna av svensk
cancerforskning. Sedan 1951 har vi delat ut nér-
mare 15 miljarder kronor till de framsta forsk-
ningsprojekten i Sverige. M&nga av de férbatt-
ringar vi ser i dag, sésom effektivare diagnostik
och behandlingsmetoder, dr resultat av forskning
som inleddes for flera decennier sedan. For att
véra barn och barnbarn dven fortsattningsvis ska
kunna ta del av ytterligare framsteg maste vi som
lever i dag se till att den livsviktiga forskningen
har de resurser som krdvs.

Paverkansarbete

Varje ar fér éver 65 000 personer i Sverige en
cancerdiagnos. Fér att forbattra deras villkor, for
att farre ska drabbas och fler éverleva, arbetar vi
med olika former av péverkan, exempelvis lobby-
ing, opinionsbildning och natverkande. Vi pekar
ut brister och behov samt visar pa méjliga 16s-
ningar, i syfte att bidra till férbattringar inom can-
cerprevention, cancervard och cancerforskning.

Kunskapsspridning

Minst en tredjedel av all cancer kan férebyggas.
En viktig uppgift ar att informera om hur var och
en, genom kloka livsstilsval, kan minska risken att

14
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drabbas. Genom kunskapsspridning vill vi ocksa
stdrka patienter och ndrstdendes situation. De
flesta mar battre, kanner sig tryggare och kan
|Gttare navigera inom sjukvérden om de har kun-
skap om cancer och hur den behandlas.

Huvudmén och medlemmar

Cancerfonden har 28 huvudman. Férutom dessa
finns enskilda stodmedlemmar. Antalet registre-
rade stédmedlemmar uppgick 2022 till 11222
(12 970). Ordinarie huvudmannaméte hélls den
20:e maj 2022. Resultat och balansrakning fast-
stdlldes och styrelsen beviljades ansvarsfrihet for
2021 é&rs forvaltning. Géran Hagglund valdes till
ny styrelseordférande for perioden 2022- 2025,
Vidare valdes Anna-Lena Sunesson och Gustav
Ullenhag till nya ledaméter i styrelsen for perio-
den 2022-2025.

Styrelsen och arbetsutskottet

Styrelsens sammansattning framgdr av sidan 18.
Styrelsen har haft 6 sammantréden och arbets-
utskottet S sammantraden under 2022.

VASENTLIGA HANDELSER UNDER ARET
Aret inleddes med en kort period av stigande
kurser p& Stockholmsbérsen men en tilltagande
oro for inflation och stigande rdntor gjorde att
bérsen vande ned. Ryssland inledde sin invasion
av Ukraina den 24:e februari, vilket spadde pa
nedgdngen ytterligare. Nar vardena pé varde-
papper och bostader faller paverkar detta
Cancerfondens testamentsintakter samt vardena
pé placeringstillgéngarna.

Trots detta s& har Cancerfondens totala
insamling utvecklats mycket val under aret med
ett nyttinsamlingsrekord. Tack vare en god kapi-
talférvaltning har vardet pd placeringstillgéng-
arna utvecklats battre @n jamférelseindex och
vasentligt battre &n stockholmsborsen.

Den érliga tv-galan Tillsammans mot cancer
hélls méndagen den 10 januari och genererade
13 850 nya manadsgivare. Under dret beslots
Gven att dela ut mer medel till forskning an
nagonsin tidigare.

ORGANISATION

Huvudmannaméte

Styrelse
Ordférande
Goéran Hagglund

Forskningsnémnd
Ordférande
Klas Karre

Kansli

Generalsekreterare

Ulrika Arehed Kagstrom

PA‘%‘REL
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Under 2022 antogs en ny strategisk inriktning
med fyra mélsatta mélomraden:

FOREBYGGA
Minska de péverkbara cancerfallen med
30 procent.

UPPTACKA TIDIGT
En tredjedel av all cancer upptdcks i ett tidigare
stadium.

BOTA FLER
80 procent 6verlever en cancerdiagnos.

LEVA VAL
Alla som lever med och efter en cancerdiagnos
har en god livskvalitet.

Cancerfondens forskningsndmnd
Forskningsndmnden ansvarar fér anslagsutdel-
ningen och har under 2022 haft tvé ordinarie
sammantrdden, samt tva extrainsatta samman-
traden. Forskningsndmndens nio prioriterings-
kommittéer har berett ansékningar om forsk-
ningsprojekt och en prioriteringskommitté har
berett anstkningar om forskarmdénader for kli-
niskt verksamma. Under dret implementerades
Gven patientmedverkan i en av prioriteringskom-
mittéerna med bedémningar av ansékningarna
utifrén ett patientperspektiv.

Under 2022 utlyste Cancerfonden sarskilda
satsningar for projekt inom strélbehandlings-
forskning och fellowship inom prevention. Dessa
ansokningar har beretts av tva extratillsatta grup-
per. | beddmningsgruppen for projekt inom strdl-
behandling deltog experter inom strélbehand-
lingsomrédet frdén Danmark, Norge och Finland.
| bedémningsgruppen fér prevention deltog
experter inom preventionsomrdédet fréin Sverige.

Forslagen fran prioriteringskommittéerna och
dessa extrainsatta bedémningsgrupper granska-
des och modifierades av forskningsndmndens
arbetsutskott varefter beslut fattades av forsk-
ningsndmnden. Ansékningarna som kom ini
kategorin planeringsgrupp har bedémts av forsk-
ningsndmndens arbetsutskott innan beslut fat-
tats av forskningsndmnden. Planeringsgrupper
handlar om att sammanféra forskargrupper och
forskare med likartad metodologisk och dmnes-
mdssig tillhérighet for att 6ka samarbete och
underldtta planering av flercenterstudier. Forsk-
ningsndmndens arbetsutskott har dven bedémt
och fattat beslut fér ansékningar inkomna i kate-
gorin kongresser. Kongressanslaget dr avsett for
att méjliggéra anordnandet av kongresser och
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symposier i Sverige av intresse fér cancerforsk-
ningen.

Under éret har forskningsndmnden éven haft
arbetsgrupper fér beredning av ansékningar
inom de sex kategorierna; Senior Investigator
Award, Junior Investigator Award, Senior Clinical
Investigator Award, Junior Clinical Investigator
Award, Postdoktortjanster och Fellowship for
stralbehandlingsforskning.

Antal inkomna projektansokningar l&g pa
ungefar samma niva som 2021. Ansokningar till
resor och kongresser 6kade under 2022, dessa
ansdkningar har varit ganska f& under pande-
min, men har 6kat i och med att forskare har
kunnat resa mer igen. Forskningsndmnden holl
tre av sina sammantraden digitalt och ett hybrid-
mote. Alla prioriteringskommittéméten skedde
fysiskt i Cancerfondens lokaler, men med majlig-
heten att delta digitalt fér ledaméter som inte
kunde delta pd plats.

Forskningsfinansiering

Under 2022 beslutade Cancerfonden att dela ut
948 mkr (858) till svensk cancerforskning genom
tecknande av nya anslag. Aterbetalda och kredi-
terade anslag uppgick till 35,6 mkr (16), vilket &r
hogre an tidigare ar.

Forskningsndmndens vergripande strategi ar
att fordela pengarna i nationell konkurrens till de
basta projekten. Till detta kan adderas Cancer-
fondens nya strategi for forskningsfinansiering
som mojliggdr extra satsningar inom specifika
omraden. Under 2022 satsades extra medel till
forskning inom strélbehandling och prevention.

Projektanslagen fordelas enligt féljande:

31 procent (39) till preklinisk forskning, det vill
sdga forskning som har betydelse fér cancerns
grundlédggande mekanismer och darmed bérig-
het for samtliga kliniska forskningsinriktningar,
50 procent (45) till translationell forskning, vilket
ar benémning pé forskning som éverbryggar
grundforskning och klinisk forskning, 9 procent
(9) till klinisk forskning, det vill sdga forskning
genom studier p& patienter, 7 procent (S) till
epidemiologisk forskning, det vill saga forskning
kring sjukdomsorsaker och riskfaktorer och

3 procent (2) till vardforskning.

Kunskapsspridning och paverkansarbete
Genom att samarbeta med andra aktérer och
hoja kunskapen om hélsosamma levnadsvanor
sé arbetar vi for att en tredjedel av all cancer kan
forebyggas. Under aret avsattes 130 mkr (123) for
kunskapsspridning och péverkansarbete.

PA‘%‘REL
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Fordelning av projektanslag
vid olika lagrosaten, 2022

M Karolinska institutet, 42%
Lunds universitet, 15%
Uppsala universitet, 16%
Goteborgs universitet, 15%
Umed universitet, 6%

M Stockholms universitet, 2%

W Linkdpings universitet, 2%
Kungliga tekniska hogskolan, 2%

Fordelning av projektanslag
per omrade, 2022

H Epidemiologi, 7%
Preklinisk forskning, 31%
Translationell forskning - huvudsakligen
anvandande av prekliniska modeller, 21%
Translationell forskning - huvudsakligen
anvandande av patienter/patientmaterial, 29%
Klinisk forskning, 9%

W Vérdforskning, 3%
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Under dret har vi bland annat:

* Givit ut Cancerfondsrapporten, som i ér inne-
holl en granskning av den svenska cancerfére-
byggande politiken. Rapporten éverldmnades
till ett antal politiska beslutsfattare.

Aktivt deltagit i arbetet med EU:s cancerplan,
t.ex. deltog vi i den 6ppna utfrégningen i riks-
dagen och arbetade fér att Socialstyrelsen
skulle f& i uppdrag att samordna det nationella
arbetet med planen.

Genomfért kampanjen "1 000 steg med
Cancerfonden” i Almedalen, dar vi pratade om
kopplingen mellan cancer och 6vervikt med
ndrmare 30 olika organisationer/makthavare.
* Tagit fram utbildningsmaterial om cancer till
en utvald mélgrupp tillsammans med SFI
(Svenska fér invandrare).

Anordnat en vetenskaplig konferens om égg-
stockscancer dar de senaste forskningsrénen
presenterades av bade nationella som inter-
nationella forskare.

Lanserat verktyget Kolla risken som publicer-
ades pd vér hemsida dar de som vill f& koll pa
sina vanor och veta mer om hur hdlsosamma

levhadsvanor kan minska risken fér cancer.

RESULTAT OCH STALLNING
Verksamhetsintdkter

Cancerfondens totala verksamhetsintdkter
uppgick under éret till 983 mkr (949), vilket
aterigen ar den hogsta nivén av intdkter sedan
Cancerfonden startades. Intdkterna 6kade med
4 procent jamfort med dret innan. Under de
senaste 10 &ren har Cancerfonden genererat en
genomsnittlig drlig intdktstillvaxt pa 6,7 procent.

Den stérsta andelen av intdkterna kommer
frén privata gévor. Intakter fran testamenterade
medel 6kade med 10 procent och uppgick till
40S mkr (367). Antalet inkomna testamentes-
arenden var 254 stycken (226). Antalet manads-
givare vid drets utgdng uppgick till 145 150
(142 700) och genererade en total intakt p&
208 mkr (190).

Den érliga tv-galan Tillsammans mot Cancer
ar en viktig del i rekrytering av manadsgivare.
Arets tv-gala genererade 13 850 nya ménads-
givare.

Rosa Bandet-kampanjen, som genomférs
under oktober mé&nad varje ar, genererade en
total insamling om 100 mkr (97) vilket Gr det
basta resultatet i kampanjens historia. Intakter
frén minnesgévor uppgick till 85 mkr (85).
Avkastningen frén externa fonder och stiftelser
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uppgick till 14 mkr (18). Intdkterna frén Cancer-
fondens Rikslotteri uppgick till 28 mkr (33). Med-
lemsavaifterna uppgick under 2022 till 2 mkr (3).
Ovriga intékter uppgick till 5 mkr (2) och avser
huvudsakligen intdkter for uthyrning av kontors-
yta i egen fastighet.

Kostnader

Till Gndamalen avsattes totalt 1067 mkr (989)
fordelat p& 937 mkr (866) till omradet forsknings-
finansiering inklusive kostnader for forsknings-
administration 19 mkr, samt 130 mkr (123) till
kunskapsspridning och paverkansarbete. Ovriga
verksamhetskostnader uppgick till 164 mkr (147),
varav insamlingskostnader 123 mkr (114) och
administrationskostnader 24 mkr (16). Harutover
uppgick kostnaderna fér Cancerfondens Riks-
lotteri till 17 mkr (17). Nettoresultatet av lotteriet
uppgick fér perioden till 11 mkr (16).

Cancerfondens finansforvaltning
Cancerfondens dndamal &r langsiktigt och vi
atar oss att finansiera forskningsprojekt dver en
langre tid. For att sakerstdlla att vi kan leva upp
till dessa dtagande Gven i tider av ldgre insam-
ling har Cancerfonden fonderade medel som
utgdr en buffert och som sakerstdller att beslu-
tade och planerade forskningsataganden till-
sammans med 6vriga dndamdal kan verkstallas
Gven under tider av lég insamling. Avkastningen
frén kapitalet anvands Gven till att finansiera véra
andamal.

Anvédndning av finansiella instrument
Cancerfondens finansférvaltning regleras av en
placeringspolicy som d@rligen revideras av styrel-
sen. Finansférvaltning ska praglas av férsiktig-
het. Placeringar dr endast tilldtna i bankinléning,
rantebdrande vardepapper, aktier, aktieterminer
och aktierelaterade instrument samt réntefonder,
aktiefonder, blandfonder och rantebdrande samt
i nationella fonder. Enligt placeringspolicyn far
aktieandelen maximalt uppgé till 60 procent av
placeringstillgéngarna.

R, Itatet 1

av finansiella ir

ingar
Marknadsvardet for placeringstillgangarna
uppgick till 3 112 mkr (3 296) vid drets utgdng.
Avkastningen fér placeringstillgangarna under
2022 uppgick till -6,40 procent (7,33), vilket var
battre an jamforelseindex. Stockholmsbérsen
sjonk med 22,80 procent (Six Return) under
samma period.

Resultatet fran den finansiella verksamheten
uppgick till 31 mkr (266), varav direkta kostnader
for forvaltningen uppagick till 3 mkr (3). Under
aret har omplacering av tillgédngarna skett vilket
medfort realisationsvinster pa totalt 13 mkr (249).
Ranteintakterna dkade till 4 mkr (3) och utdel-
ningarna uppgick till 17 mkr (17).

Arets resultat

Cancerfondens resultat uppgick till - 217 mkr,
vilket var 296 mkr mindre an for foregéende ar.
Resultatférsamringen beror pd mindre realisa-
tionsvinster fran den finansiella verksamheten
men &r dven ett resultat av en fortsatt héjning av
forskningsanslagen i linje med var strategi for
forskningsfinansiering.

Kostnaderna for insamling och administration
uppgick till 1S procent (14) i férhallande till de
totala intdkterna. Om kvoten éverstiger 25 pro-
cent kan ideella organisationer mista ratten att
inneha 90-konto enligt Svensk Insamlingskon-
trolls regler. Cancerfonden ligger salunda val
under det grénsvardet.

Forvantad framtida utveckling

Under 2023 kommer vi fortsatta att fokusera vart
arbete mot att 6ka effekten av cancerforskning.
Detta gor vi genom att sékerstdlla fortsatt hdga
anslag till hogkvalitativ cancerforskning, starka
vart intressepolitiska arbete inom cancerforsk-
ning, medverka till en 6kad kunskapsnivé kring
forskningens framsteg inom varden samt att
utveckla strategiska partnerskap inom cancer-
forskningen. Sveriges EU-ordférandeskap under
2023 ger extra draghjalp till vart intressepolitiska
arbete for att implementera EU’s cancerplan.
Den nya strategiska inriktning med fyra mélom-
réden fram till 2030 kommer att férfinas bland
annat genom en gemensam strategi som tydli-
gare binder samman véra olika &ndamal och
verksamheter.

Sveriges BNP-tillvaxt forvantas att bli negativ
under 2023 och osdkerhet finns hur detta kan
komma att péverka givarviljan nar hushéllen far
mindre pengar att réra sig med. Risk finns att var
insamling péverkas negativt. Cancerfonden har
genom fonderade medel en val tilltagen buffert
for att sdkerstdlla vart uppdrag dven i samre tider.

Hallbarhetsupplysningar
Cancerfonden lamnar en héllbarhetsrapport pé
sidorna 3-8.
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FORVALTNINGSBERATTELSE

Tillgangsférdelning, 2022-12-31 2022 2021 2020
Intdkter (mkr)
Privata gévor 811 761 691
Foretagssamarbeten 136 150 146
Lotterier 28 33 33
Ovriga intakter 8 S S
983 949 875
W Kassa och bank, 9%
[T Rantebarande papper, S3% 2022 2021 2020
71 Svenska aktier, 23% Kostnader (mkr)
[ Utlandska aktier, 15% Forskningsfinansiering 937 866 829
Kunskapsspridning och paverkansarbete 130 123 104
Insamlingskostnader 123 14 107
Cancerfondens Rikslotteri 17 17 19
Administrationskostnader 24 16 15
1231 1136 1074
Cancer- (viktat
fonden index)
Avkastning Cancerfondens placeringstillgdngar med jamférelser
2022 - totalt -6,4% -9.8%
varav aktier -9.3% -14,3%
varav réntebdrande -4,2% -74%
2013-2022 81,8% 52,3%
varav aktier 274,2% 154,0%
varav rdnteb&rande 3,3% 2,3%
2022 2021 2020 2019 2018
Flerarsoversikt (mkr)
Verksambhetsintakter 983 949 875 864 775
Andamailskostnader -1067 -989 -933 -1048 -1268
Insamlingskostnader inklusive
lotteri -140 -131 -126 -129 -128
Administrationskostnader -24 -16 -15 -23 -19
Verksamhetsresultat -248 -187 -199 -336 -640
Eget kapital 1540 1757 1678 1643 1859
Balansomslutning 3373 3473 3303 3222 3065
Antal manadsgivare 145150 142 700 114 742 111300 105 000
Genomsnittligt beviljat forsknings-
anslag (tkr) 1068 1052 1000 1002 991
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STYRELSE

Styrelse

LEDAMOTER
Goran Hagglund
Ordférande
Invald 2022

Kjell Asplund

Vice ordférande
Invald 2017

Stefan Bergh
Invald 2019

Gail Dunberger
Invald 2016

Richard Gréttheim
Skattmdstare
Invald 2020

Klas Kérre

Forskningsndmndens

ordférande
Invald 2020

Saknas pd bilden gér Stefan Bergh.

Hékan Leifman
Invald 2019

Mats Liedholm
Invald 2017

Josefin Lundmark
Invald 2020

Asa Mars
Invald 2021

Anna-Lena Sunesson
Invald 2022

Annika Qarlsson
Invald 2019

Gustav Ullenhag
Invald 2022
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Arbetsutskott

Goran Hagglund

Kjell Asplund

Richard Gréttheim

Klas Karre

Ulrika Arehed Kégstrém

Revisorer

Fredrik Sjolander, auktoriserad
revisor

Brith Holm, leg. sjukskoterka
fortroendevald revisor

PA‘%‘RELS

Valberedning foér styrelsen
Teddy Falkenek, ordférande
Elisabeth Falkemo

Gunilla Enblad

Lars Holmberg

Lena Lageson

Revisorssuppleanter
Alexandra Salomonsson,
auktoriserad revisor
Géran Edbom
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Ledning

Cancerfondens huvudman
Huvudmannamétet ar Cancerfondens hégsta
beslutande organ och hélls en gang om dret.
Vid métet deltar Cancerfondens 28 huvudman
som representerar stora delar av organisations-
Sverige. Vid huvudmannamétet Idmnar en val-
beredning forslag till beslut om tillsattning av
styrelseordférande, styrelseledaméter samt en
auktoriserad och en fértroendevald revisor.

Barncancerfonden
Bréstcancerférbundet
Cancerféreningen i Stockholm

Centerkvinnorna
Fredrika-Bremer-Férbundet

ICA AB

|ILCO Tarm- uro- och stomiférbundet
Konung Gustaf V:s Jubileumsfond
Kooperativa Férbundet, KF

Liberala Kvinnor
Landsorganisationen i Sverige, LO
Moderatkvinnorna

Mun- & Halscancerférbundet
Pensiondrernas Riksorganisation, PRO
Prostatacancerférbundet, PCF
Riksférbundet VISIR

Las mer p& cancerfonden.se/om-cancerfonden/cancerfondens-styrelse-och-ledningsgrupp
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LEDNING

LEDNINGSGRUPP

Ulrika Arehed Kagstrém
Generalsekreterare
Sedan 2016

David Pamsjé
Chef medarbetare och organisation
Sedan 2022

Andreas Kvarnstrém
Chef ekonomi och styrning
Sedan 2023

Jeanette Sundin
Chef insamling, kommunikation och digitalisering
Sedan 2017

Karin Eriksson
Chef forskning och hélsa
Sedan 2021

Kicki Nordstrom
Assistent till generalsekreteraren
Sedan 2011

Riksidrottsférbundet, RF

SPF Seniorerna

Svensk Handel

Svenska Lottakdaren

Svenska Ldkaresdllskapet

Sveriges Kommuner och Regioner, SKR
Sveriges Landsrad for alkohol- och
narkotikafrégor, SLAN

Sveriges lgkarférbund

Sveriges Socialdemokratiska Kvinnoférbund
Sveriges Tandlgkarférbund
Tjanstemdannens Centralorganisation, TCO
Vardférbundet

RATEISEAPEH, KA, SB, GD, RG, KK, ML, HL, JL, AM, AQ, AS, GU, UAK, FS, BH



FINANSIELL RAPPORT

Resultatrakning

Tkr Not 2022 2021
Verksamhetsintdkter

Medlemsavgifter 3 2330 2607
Gavor 2 947130 911053
Nettoomsattning 3 2440 764
Cancerfondens Rikslotteri 3 27 915 32 565
Ovriga intakter 3 2979 2342
Summa verksamhetsintdkter 982794 949 331
Verksamhetskostnader 4,5,6,9,10,11

Forskningsfinansiering 7 -936 918 -866 322
Kunskapsspridning och Péverkansarbete 8 -130 355 -123 391
Insamlingskostnader -123 395 -114 070
Cancerfondens Rikslotteri -16 847 -16 976
Administrationskostnader -23 71 -15 987
Summa verksamhetskostnader -1231226 -1136746
Verksamhetsresultat -248432 -187 415
Resultat fran finansiella investeringar

Resultat fran finansiella anléggningstillgangar 12 295583 266 387
Ovriga rénteintékter och liknande resultatposter 12 4437 2721
Ovriga réntekostnader och liknande resultatposter 13 -2 581 -2 606
Summa resultat fran finansiella investeringar 31409 266 502
Arets resultat -217 023 79 087

20 Transaktion 0922211555749 F5980F

EAFEH, KA, SB, GD, RG, KK, ML, HL, JL, AM, AQ, AS, GU, UAK, FS, BH



FINANSIELL RAPPORT

Balansrakning

Tkr Not 2022-12-31 2021-12-31 Tkr Not 2022-12-31 2021-12-31
TILLGANGAR EGET KAPITAL OCH SKULDER
Anlaggningstillgéangar Eget kapital
Immateriella anlaggningstillgéngar - Langsiktig forskningsreserv 950 000 900 000
- Aktiverade utgifter, system 9 0 14741 - Balanserat kapital 806918 777831
- Arets resultat -217 023 79 087
Materiella anldggningstillgangar Summa eget kapital 1539 895 1756 918
- Byggnad 10 66 830 70450
- Inventarier 1 2230 2251 Léngfristiga skulder
- Beviljade icke utbetalade FoU-anslag
Finansiella anldggningstillgangar (langfristig del) B892 892848
- Aktier och aktiefonder 14 1207221 1120892 Summalangfristiga skulder GEO2STN 892848
- Obligationer och andra réntebdrande
vardepapper 14 1663 352 1667 402 Kortfristiga skulder
Summa anléggningstillgangar 2939633 2875736 - Leverantérsskulder 20708 19197
- Beviljade icke utbetalda FoU-anslag 828819 782 285
Omsattningstillgangar - Ovriga skulder 10 378 3339
Kortfristiga fordringar - Upplupna kostnader och férutbetalda
- Kundfordringar 48518 44806 intakter 18 20 18910
- Ovriga fordringar 17 012 28 697
- Férutbetalda kostnader och upplupna Summa kortfristiga skulder 872713 823 731
intakter 15 32044 32925
Summa eget kapital och skulder 3372904 3473497
Kortfristiga placeringar 16 40 526 75 367
Kassa och bank 17 295171 415 966
S dttningstillgéing 433 271 597 761
Summa tillgangar 3372904 3473 497
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FINANSIELL RAPPORT

Forandring av eget kapital

Langsiktig .

Not  forskningsreserv  Balanserat kapital Arets resultat Totalt
Ingéende balans 2022-01-01 900 000 777 831 79087 1756918
Féregéende drs resultat faststallt av huvudmannaméte 79087 -79 087 0
Arets resultat -217 023 -217 023
Nyttjade dndamélsbestémda medel under rakenskapséret -900 000 900 000 0
Andamalsbestdmda medel beslut tagna av styrelsen 950 000 -950 000 0]
Utgéende balans 2022-12-31 950 000 806 918 -217023 1539895
Langsiktig forskningsreserv bestar av:
Forskningsbeviljningsram fér ar 2023 beslutad av styrelsen 950 000
Summa léngsiktig forskningsreserv 950 000
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FINANSIELL RAPPORT

Kassaflodesanalys

Tkr Not 2022 2021
Den I6pande verksamheten

Arets resultat efter finansnetto -217 023 79087
Avskrivningar 9-11 18 623 3311
Kassafléde fran den I6pande verksamheten fére férdndringar av rérelsekapital -198 400 82398
Okning(-)/Minskning(+) av kundfordringar -3712 -1215
Okning(-)/Minskning(+) av fordringar 17185 -24 956
Okning(+)/Minskning(-) av leverantdrsskulder 1508 4155
Okning(+)/Minskning(-) av skulder 110 301 91577
Kassafléde fran den I6pande verksamheten -13118 151959
I teringsverk het.

Forvarv avimmateriella/materiella anldggningstillgéngar 9-11 -240 -16 825
Placeringar i finansiella anléaggningstillgéngar 14 -654 793 -1636 487
Avyttring av finansiella anlédggningstillgéngar 14 576 082 1546 488
Okning/minskning av kortfristiga financiella placeringar 31273 -217
Kassafléde fréan i teringsverk het. -417 677 -107 041
Okning(+)/Minskning(-) av likvida medel -120 795 44918
Likvida medel vid drets bérjan 415 966 371048
Likvida medel vid érets slut 17 295171 415 966
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NOTER

Noter

Not 1

Redovisnings- och vérderingsprinciper

Allménna upplysningar
Arsredovisningen ér uppréttad i enlighet med &rsredovisningslagen och
BFNAR 2012:1 Arsredovisning och koncernredovisning (K3) samt Giva
Sveriges Styrande riktlinjer fér drsredovisning.

Redovisningsprinciperna ér oférandrade jamfért med féregdende ar.

Intdktsredovisning
Endast det infléde av ekonomiska férdelar som Cancerfonden erhdllit eller
kommer att erhalla fér egen rékning redovisas som intdkt.

Intakter redovisas till verkligt varde av vad som erhdllits eller kommer att
erhdllas. Intakter i form av gavor intdktsférs nar gavan sakréttsligt ar genom-
ford. Om tillgangen eller tjiansten erhdlls dérfor att féreningen uppfylit eller
kommer uppfylla vissa villkor och om féreningen har en skyldighet att ater-
betala till motparten om villkoret inte uppfylls, dr det ett erhdllet bidrag. Ar
det inget bidrag dr det en géva.

Cancerfonden har inga intakter som klassificeras som bidrag.

Medlemsavgifter

Medlemsavgifter omfattar gjorda inbetalningar fér stédmedlemskap i
Cancerfonden - Riksféreningen mot cancer. Medlemsavgifter intdktsfors
vid inbetalning fran medlem.

Gdvor

Som insamlade medel raknas mottagna géavor frén allménhet och féretag
samt sponsring. Till gévor réknas Gven intdkter frén testamenten och dona-
tioner, avkastning fran stiftelser samt medel insamlade via galor och andra
aktiviteter anordnade av organisationen. Gévor som féreningen avser att
stadigvarigt bruka i verksamheten redovisas som anldggningstillgéngar.
Ovriga gévor redovisas som omséttningstillgangar. Med géva avses tillgéng
som ldmnats utan krav pé& ekonomisk motprestation.

Gavor i form av kontanter redovisas till nominellt belopp. Gévor som
utgdrs av annat an kontanta medel varderas till marknadsvardet vid géavo-
tillfallet. For fastigheter utgér bokféringen fran agsta varde av tvd obero-
ende marknadsvarderingar.

Nettoomsdattning

Intakt vid forsaljning av varor redovisas normalt vid forsaljningstillféllet, och
inkluderar mindre forsaljningsintakter, framst avseende informationsmate-
rial och profilprodukter. Aven intékter fran férséljning av lotter redovisas vid
forsaljningstillfallet.

Ovriga intékter inkluderar mindre férséljningsintékter, frémst avseende
informationsmaterial samt hyresintdkter av den externt uthyrda delen av
Cancerfondens fastighet. Hyresintdkter redovisas som intdkt den period
som hyran avser.
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Verksamhetskostnader
Verksamhetskostnader delas in i féljande funktioner: &ndamalskostnader,
insamlingskostnader, Cancerfondens rikslotteri samt administrationskost-
nader.

Gemensamma kostnader, som exempelvis lokalkostnader, systemstod
och allmanna kontorskostnader, har férdelats mellan andamdls-, insam-
lings- och administrationskostnader efter medelantal anstdllda.

Andamélskostnader
Kostnader som har direkt syfte att uppfylla Cancerfondens stadgar klassifi-
ceras som &dndamalskostnader. Hit rdknas posterna Forskningsfinansiering
samt P&verkansarbete och kunskapsspridning i resultatrékningen. Kostna-
der fér administration, som uppstar som en direktfoljd av en aktivitet eller ett
projekt inom andamdlet, raknas ocksd som andamalskostnader. Den admi-
nistrativa hanteringen vid beviljande av forskningsanslag ér ett exempel p&
en sédan kostnad. Andamélskostnaderna inkluderar inte bara anslag till
forskning utan ockséd kostnader fér informationsspridning, I6ner och sociala
avgifter, utrustning och andra kostnader direkt hanférliga till andamdlet.
Nar Cancerfonden har forpliktigat sig att utféra en viss dtgard gentemot
tredje man bokfors detta som en kostnad. For forskningsanslag uppkommer
en forpliktelse ndr forskningsndmnden fattat beslut om anslag och detta
meddelats mottagaren.

Insamlingskostnader

Insamlingskostnader dr saddana kostnader vars syfte ar att generera externa
intakter. Har ingdr till exempel kostnader fér annonser, reklam och tackbrey,
men ocksd kostnader fér [6ner och sociala avgifter fér den personal som
arbetar med insamlingsverksamheten. Hit raknas ocksé kostnader for
varumdarkesbyggande.

Administrationskostnader
Administrativa kostnader @r sédana som behévs for att administrera och
driva organisationen. Administrationen utgér en kvalitetsgaranti fér anda-
malet och fér givaren. Exempel pd sddana kostnader ér styrelseméten,
revision av sjdlva organisationen och administrativa system. Om en kostnad
varken avser dndamadl, medlemsvard/ -varvning eller insamling hanférs den
till administration. | administrationskostnader ingdr dven samkostnader.
Administrationskostnader avser medel som anvants for att administrera
Cancerfonden. Ett visst métt av administration dr ett led i att sakerstdlla en
god kvalitet p& Cancerfondens interna kontroll och rapportering, séval
externt som internt.

Ersattningar till anstéllda

Ersattningar till anstdllda i form av I6ner, sociala avgifter och liknande kost-
nadsférs i takt med att de anstéllda utfor tjanster. Pensionsférpliktelser klas-
sificeras som avgiftsbestémda och redovisas som kostnad det &r pensionen
tjanas in.
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Avgiftsbestdmda planer
Avgifterna fér avgiftsbestémda planer redovisas som kostnad. Obetalda
avgifter redovisas som skuld.

Erséttningar vid uppségningar
| den omfattning ersattningen inte ger Cancerfonden nagra framtida
ekonomiska férdelar, redovisas endast som en skuld och en kostnad nar
Cancerfonden har en legal eller informell forpliktelse att antingen
a) avsluta en anstdllds eller en grupp av anstdlldas anstélining fére den
normala tidpunkten fér anstdliningens upphérande, eller
b) ldmna ersattningar vid uppsagning genom erbjudande for att upp-

muntra frivillig avgéng.

Ersattningar vid uppsdgningar redovisas endast ndr Cancerfonden har en
detaljerad plan fér uppsdgningen och inte har ndgon realistisk méjlighet att
annullera planen.

Leasingavtal

Alla Cancerfondens leasingavtal redovisas som operationella, det vill séga
leasingavgiften (inklusive férsta férhéjd hyra) redovisas linjart éver leasing-
perioden.

Skatt
Féreningen har inga inkomstskattepliktiga intakter.

Donerade tillgéngar

Tillgangar, framst fastigheter, aktier och andra vardepapper som doneras till
Cancerfonden, varderas till verkligt varde vid gavotillfallet. Gavan redovisas
som en omsattningstillgang om tillgdngen ska avyttras snarast mojligt. Om
syftet ar att behdlla tillgéngen redovisas den som en materiell eller finansiell
anléggningstillgéing. Intdkten redovisas i posten Gavor i resultatrakningen.

Immateriella tillgangar
Immateriella anldggningstillgdngar redovisas till anskaffningsvarde minskat
med ackumulerade avskrivningar enligt plan och eventuella nedskrivningar.

Cancerfonden redovisar internt upparbetade immateriella anldggnings-
tillgangar enligt aktiveringsmodellen. Det innebdr att samtliga utgifter som
avser framtagandet av en internt upparbetad immateriell anléggningstill-
gdng aktiveras under férutsattningarna att kriterierna i BENAR 2012:1 ar
uppfyllda.

Immateriella anlédggningstillgdngar avser externa kostnader fér utveck-
ling av datorprogram. Dessa utgifter aktiveras frdn och med nér systemet
tas i bruk och skrivs av linjért dver bedémd nyttjandeperiod, som uppgdr till
BellerSar

Materiella anléggningstillgangar

Materiella anlaggningstillgéngar redovisas till anskaffningsvérde minskat

med ackumulerade avskrivningar enligt plan och eventuella nedskrivningar.
Aktivering av en anladggningstillgéng sker vid anskaffning till hégre belopp

an ett halvt prisbasbelopp.

Komponentindelning

Materiella anldggningstillgdngar har delats upp pd komponenter nar
komponenterna ar betydande och ndr komponenterna har vasentligt olika
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NOTER

nyttjandeperioder. Nar en komponent i en anldggningstillgéng byts ut,
utrangeras eventuell kvarvarande del av den gamla komponenten och
den nya komponentens anskaffningsvérde aktiveras. Utgifter for I6pande
reparationer och underhdll redovisas som kostnader.

Avskrivningar av Cancerfondens fastighet sker enligt komponentavskriv-
ning. Fastighetens anskaffningsvarde har fordelats i komponenter och skrivs
av separat dver deras nyttjandeperiod. Foljande avskrivningstid pd kompo-
nenter tillampas:

Tomtratt Oar
Stomme 100 ar
Yttertak, fasad, fonster, rorinstallationer stammar (VVS) S0 ar
Trapphus, graddng, golv plan 3 40 ar
Innertak, ventilation och styrsystem, hiss 30ér
Arkitekter, projektledning mm 30ér
Elinstallationer 25 ar
Kok, vatutrymmen 1S ar
Kablage, larm, brandlarm, passersystem, omklddningsrum 10 ar
Entré m café 10 ar
Byggnads- och markinventarier, fasta inventarier, évrigt Sar
Hyresgdastanpassningar Sar

Studio byggnation S ar

Eventuell nedskrivning av materiella och immateriella anlaggningstill-
gdngar sker vid en eventuell utrangering eller férsdljning av anldggnings-
tillgadngen.

Poster i utlandsk valuta

Monetdra poster i utlandsk valuta raknas om till balansdagens kurs.
Icke-monetdra poster réknas inte om utan redovisas till kursen vid
anskaffningstillfallet.

Finansiella tillgédngar och skulder

Finansiella tillgangar och skulder redovisas i enlighet med kapitel 11
(Finansiella instrument varderade utifrén anskaffningsvardet) i
BFNAR 2012:1.

Redovisning i och borttagande frén balansrékningen

En finansiell tillgang eller finansiell skuld tas upp i balansrakningen nar
Cancerfonden blir part i instrumentets avtalsmassiga villkor. En finansiell
tillgéing tas bort fran balansrakningen ndr den avtalsenliga ratten till kassa-
flodet fran tillgdngen har upphort eller reglerats. Detsamma géller nér de
risker och fordelar som dr férknippade med innehavet i allt vasentligt Gver-
forts till annan part och Cancerfonden inte langre har kontroll dver den
finansiella tillgéngen. En finansiell skuld tas bort frén balansrakningen nar
den avtalade forpliktelsen fullgjorts eller upphért.

Vérdering av finansiella tillgéngar
Finansiella omsattningstillgdngar varderas efter forsta redovisningstillfallet
till det lagsta av anskaffningsvardet och nettoférsaljningsvardet pd balans-
dagen.

Kundfordringar och évriga fordringar som utgér omsattningstillgadngar
varderas individuellt till det belopp som berdknas infiyta.

Rantebdarande finansiella tillgdngar varderas till upplupet anskaffnings-
varde med tillampning av effektivrantemetoden.
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NOTER

Vérdering av finansiella skulder

Finansiella skulder vérderas till upplupet anskaffningsvarde. Utgifter som ar
direkt hanférliga till upptagande av 1an korrigerar l&nets anskaffningsvarde
och periodiseras enligt effektivrantemetoden.

Finansiella instrument

Finansiella instrument varderas utifrén anskaffningsvardet. Instrumentet
redovisas i balansrdkningen ndr bolaget blir part i instrumentets avtalsmas-
siga villkor. Finansiella tillgéngar tas bort frén balansrékningen nar ratten att
erhdlla kassafléden fran instrumentet har 16pt ut eller Gverférts och bolaget
har éverfort i stort sett alla risker och férmaner som @r férknippade med
adganderdtten. Finansiella skulder tas bort frén balansrakningen nar forplik-
telserna har reglerats eller p& annat satt upphort.

Finansiella anlaggningstillgéngar

Langfristiga innehav av aktier och andelar och andra réntebarande instru-
ment varderas till det lagsta av anskaffningsvardet och verkligt varde. Port-
foljmetoden tillampas, det vill sdga nedskrivningar gérs inte for enskilda
placeringar, om inte det verkliga vérdet fér hela aktieportféljen ar lagre én
anskaffningsvardet.

Obligationer férvarvade i syfte att innehas till inlésen varderas vid férvar-
vet till anskaffningsvardet. Skillnaden mellan anskaffningsvarde och inlé-
senvdrde periodiseras sé att den effektiva rantan vid forvarvet ar konstant
dver innehavstiden. Ovriga obligationer vérderas till anskaffningsvérdet.

Kortfristiga placeringar

Vardepapper som &r anskaffade med avsikt att innehas kortsiktigt redovisas
inledningsvis till anskaffningsvarde och i efterféljande varderingar i enlighet
med lagsta vardets princip till det lagsta av anskaffningsvarde och mark-
nadsvdrde.

Kundfordringar/kortfristiga fordringar
Kundfordringar och kortfristiga fordringar redovisas som omsattningstill-
gdngar till det belopp som forvantas bli inbetalt efter avdrag fér individuellt
beddémda osdkra fordringar.

Fordran pad medlemsavgifter tas inte upp som fordran om det inte finns en
legal fordran p& medlemmen.

Nedskrivningsprévning av finansiella anldggningstillgéngar

Vid varje balansdag bedéms om det finns indikationer p& nedskrivnings-
behov i vardepappersportfélien. Nedskrivning sker om véardenedgdngen
bedéms understiga upplupet anskaffningsvérde fér den samlade varde-
pappersportfolien.

% Transaktion 0922211555749 F5980F

Andamélsbestémda medel
| posten Andamalsbestéimda medel i eget kapital redovisas @nnu inte fér-
brukade gévor och andra dndamalsbestimda medel. Andamalsbestémda
medel bestdr av forskningsanslag fér nastkommande &r beslutade av
styrelsen.

Se Gven eget-kapital rapporten.

Beviljade, ej utbetalda anslag

| de fall Cancerfonden fattat beslut om utbetalning av forskningsbidrag och
meddelat mottagaren men inte verkstdllt utbetalningen redovisas detta
belopp som en kortfristig skuld. Delen som Gverstiger ett ar redovisas som
en langfristig skuld.

Avséttningar

En avsattning redovisas nér Cancerfonden har ett legalt eller informellt
atagande som en foljd av intraffade handelser och dar Cancerfonden for-
vantar sig att en utbetalning kommer att kravas for att reglera dtaganden
samt att en tillfrlitlig uppskattning av beloppet kan géras. Avsattningen
varderas till den basta uppskattningen av det belopp som kommer att
behova erldggas.

Kassaflédesanalys

Kassaflodesanalysen upprattas enligt indirekt metod. Det redovisade kassa-

flodet omfattar endast transaktioner som medfért in- eller utbetalningar.
Som likvida medel klassificeras endast kassa- och banktillgodohavanden.
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NOTER

Tkr 2022 2021 E‘l""””m 2; ;:
Gavor fran allmanheten 2199 37626 o o o
Testamentsférordnanden fran allménheten 404 966 367217 ummd
Féretagssamarbeten 136 543 150 070 Konsfordelning inom Cancerfondens styrelse och ledning
Externa stiftelser och fonder 13632 17 510 Styrelsen bestér av S kvinnor och 8 mén.
Summa gévor 947130 911053 Ledningsgruppen bestar av 4 kvinnor och 2 man.
Tkr 2022 2021
. . Cancerfondens leasingkostnader bestér av en
Cancerfondens Rikslotteri 27915 32565 leasingbil, kopieringsmaskiner samt kaffe- och
Medlemsavgifter 2330 2 607 vattenautomat.
Fastighetsintéikter 2979 2342 Kostnadsférda leasingavgifter uppgér till 343 397
Nettoomsattning 2440 764
Summa évriga intékter 35664 38278 Framtida leasingavgifter forfaller enligt
9 foljande:
Inom ett ér 273 304
Senare @n ett r men inom fem ar 285 175
Léner och andra ersattningar 2022 2021 Summa 558 479
Styrelse 584 504
Generalsekreterare 1350 1291
Arvoden 4770 5164
Ovrigo anstdllda 52881 52613 Tkr 2022 2021
Summa Iéner och andra erséttningar 59 585 59 572 Revisionsarvode, KPMG AB 49 482
Revisionsarvode - avseende ISOcertifiering
Sociala kostnader 26 555 27847 DNV GL 31 57
(varav pensionskostnader) (6 638) (7 657) Arvode fér revisionsnédra rédgivning, KPMG AB 53 21
Summa 86140 87 419 Summa arvode och kostnadsersattning till
revisorer 580 750

Arvoden avser ersattningar till ledamater i Forskningsnémnden, Priorite-
ringskomitéer och Placeringsradet. Av pensionskostnaderna avser 466 tkr
(461 tkr) Cancerfondens generalsekreterare enligt ITP

Vid uppsdgning fran arbetsgivarens sida ar uppségningstiden 12 méana-
der fér generalsekreteraren. Fér dvriga anstdllda galler lagen om anstall-
ningsskydd.
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NOTER

Tkr 2022 2021 Tkr 2022-12-31  2021-12-31

Forskningsanslag - beslut tagna av Tomtrétten Osterbotten 6, Stockholm

Forskningsndmnden il 858082 Ackumulerat anskaffningsvarde vid arets bérjan 99 282 93523

Forskningsanslag som aterbetalats och - .

krediterats _35614 116 001 Utrangeringar under aret 0 0

Internationell verksamhet 5205 4126 ?mklossiﬁcering -1183 3665

Forskningsadministration 19 216 20115 Arets forvarv 296 2094

< a 936 918 866 322 Ackumulerat anskaffningsvarde vid arets slut 98 425 99 282
Ackumulerade avskrivningar vid @rets bérjan -28832 -22 662
Utrangeringar under dret 0 0

Tkr 2022 2021 Arets avskrivningar -2763 -2505

Informationskampanjer 118 359 108 799 Ackumulerade avskrivningar vid érets slut -31595 -28832

Stod till patientorganisation 8820 13158

Stipendier till vardpersonal 497 378 Utgdende restvirde enligt plan 66830 70450

Ovriga samarbetsprojekt 2200 915 Fastigheten har inte dsatts ndgot taxeringsvarde

Internationella samarbeten 479 141

Summa 130 355 123 391

Tkr 2022-12-31  2021-12-31
Ackumulerat anskaffningsvarde vid drets bérjan 41858 27242
Arets forvary 0 14616
Utrangering -14741 0
Ackumulerat anskaffningsvérde vid érets slut 27117 41858
Ackumulerade avskrivningar vid arets borjan -27117 -2717
Utrangeringar 0 0
Arets avskrivningar 0 0
Ackumulerade avskrivningar vid drets slut =27 117 =27 17
Utgéende restvirde enligt plan (o] 14 741
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NOTER

Tkr 2022-12-31  2021-12-31 Tkr 2022-12-31  2021-12-31
Ackumulerat anskaffningsvarde vid drets bérjan 4055 3940 Ackumulerat anskaffningsvarde vid arets bérjan 2788294 2701864
Utrangeringar under dret 0 0 Omklassificering till kortfristig placering 3568 -3568
Férvary under dret 1098 115 Férvarv under aret 654793 1636487
Ackumulerat anskaffningsvérde vid arets slut 5153 4 055 Forsaljningar under éret -576082  -1546 489
Ackumulerat anskaffningsvérde vid érets slut 2870573 2788294
Ackumulerade avskrivningar vid arets borjan -1804 -998
Utrangeringar 0 0 Redovisat vdrde vid érets slut 2870573 2788294
Arets avskrivningar -1119 -806
Acl lerade avskrivningar vid arets slut -2923 -1804 Aktier och aktiefonder
Svenska aktier och aktiefonder 736188 651586
Utgéende restvirde enligt plan 2230 2251 Utlandska aktier och aktiefonder 471033 469 306
Summa aktier och aktiefonder 1207 221 1120 892
Obligationer och andra rantebarande
véirdepapper
Svenska obligationer och andra réntebdrande
Tkr 2022 2021 vardepapper 1413 578 1417 544
Utlandska obligationer och andra réntebdrande
Ranteintakter 4437 2721 vardepapper 249 774 249 858
Utdelningar 16 729 17125 Syrl:ma obligationer och andra rantebdrande
Realisationsresultat vid avyttring av vardepapper 12824 249 262 — 1663 352 1667402
Summa 33990 269108
S fi iella anlaggningstillgéang 2870573 2788294
Marknadsvéarde 3112517 32957
Fér specifikation av vérdepappersinnehav se bilaga 1.
Tkr 2022 2021
Férvaltningskostnader 2575 2589
Rantekostnader och évriga finansiella kostnader 6 17
Summa 2381 2606 Tkr 20221231 20211231
Férutbetalda kostnader 16 563 12618
Vardepapper - ej likviderade 105 0
Upplupna intakter 15 376 20307
Summa 32044 32925
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NOTER

Tkr 2022-12-31  2021-12-31

Vardepapper till férséljning 6613 3568 T 20221231 2021123

Fastigheter under férsdljning 33913 71799 Personalrelaterade kostnader 5736 6167

Summa kortfristiga placeringar 40526 75367 Ovriga upplupna kostnader 6263 8322
Forutbetalda hyresintakter 809 705
Vardepapper - & likviderade 0 3716
intdkter 12808 18910

Tkr 2022-12-31  2021-12-31
Kassamedel 0 0
Banktillgodohavanden 224138 279 428
Kortfristiga placeringar, jamstallda med

likvida medel 71033 136 538
Summa likvida medel 295171 415 966

0 Transaktion 092221155574904E 5308

Arbetet med att implementera den nya strategiska inriktning fér perioden

2023-2030 har fortsatt och en arbetsgrupp har utsetts med uppdraget att
tydliggéra en gemensam strategi for att nd malbild 2023. Detta arbete
berdknas vara klar under det férsta halvaret.

Den é&rliga TV-galan mot cancer som sands i TV4 hélls den 9.e januari.
Trots en mycket val genomférd produktion var antalet tittare ndgot lagre
jamfért med tidigare ér och antalet nyrekryterade ménadsgivare vasentligt
l&égre. Det lagre antalet nyrekryterade manadsgivare kan férklaras av det
rédande ekonomiska ldget med hégre réntor och héga energipriser, vilket
gér att hushdllen har mindre pengar att réra sig med.

Aktiemarknaderna har inlett dret med stigande kurser och vardet pé
placeringstillgéngarna hade t.o.m. februari stigit med drygt en procent.
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UNDERSKRIFTER

Vi som foretrader Cancerfonden

Vi som foretrdder Cancerfonden riktar ett varmt tack till alla som bidrar till var verksamhet. Vi gér vart yttersta for att
anvanda Cancerfondens resurser i enlighet med de syften som galler for verksamheten sa att vi Gven i fortsattningen
ska kunna pdrakna ett starkt stéd fran svenska folket for vart arbete.

Goéran Hagglund Kjell Asplund
Ordférande Vice ordférande
Stefan Bergh Gail Dunberger Richard Gréttheim
Skattmastare
Klas Karre Hékan Leifman Mats Liedholm
Forskningsnamndens ordf.
Josefin Lundmark Asa Mars Annika Qarlsson
Anna-Lena Sunesson Gustav Ullenhag Ulrika Arehed Kagstrém

Generalsekreterare

Var revisionsberdttelse har avgivits den dag som
framgdr av var elektroniska signatur

Fredrik Sjslander Brith Holm
Auktoriserad revisor Fértroendevald revisor
KPMG AB Leg. sjukskoterska
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REVISIONSBERATTELSE

Revisionsberattelse

Till huvudmannamétet i Cancerfonden - Riks-
féreningen mot cancer, org. nr 802005-3370

Rapport om arsredovisningen

Uttalanden

Vihar utfort en revision av drsredovisningen for
Cancerfonden - Riksféreningen mot cancer for
ar 2022. Féreningens arsredovisning ingar pd
sidorna 14-31i detta dokument.

Enligt var uppfattning har érsredovisningen
upprdttats i enlighet med drsredovisningslagen
och ger eni alla vasentliga avseenden rdttvi-
sande bild av féreningens finansiella stalining
per den 31 december 2022 och av dess finan-
siella resultat och kassafléde for dret enligt ars-
redovisningslagen. Forvaltningsberdttelsen ar
férenlig med drsredovisningens dvriga delar.

Vi tillstyrker darfor att huvudmannamotet fast-
stdller resultatrékningen och balansrékningen

for foreningen.

Grund fér uttalanden

Vihar utfért revisionen enligt god revisionssed i
Sverige. Revisorernas ansvar enligt denna sed
beskrivs ndrmare i avsnitten Den auktoriserade
revisorns ansvar samt Den fértroendevalda revi-
sorns ansvar.

Vi ar oberoende i férhallande till féreningen
enligt god revisorssed i Sverige. Jag som auktori-
serad revisor har fullgjort mitt yrkesetiska ansvar
enligt dessa krav.

Vi anser att de revisionsbevis vi har inhémtat
artillréckliga och @ndamalsenliga som grund fér
vara uttalanden.

Annan information &n drsredovisningen
Detta dokument innehdller Gven annan infor-
mation &@n drsredovisningen och dterfinns pd
sidorna 1-13 samt 34-47. Det dr styrelsen
och generalsekreteraren som har ansvaret fér
denna information.

Vart uttalande avseende drsredovisningen
omfattar inte denna information och vi gér inget
uttalande med bestyrkande avseende denna

andra information.
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| samband med vér revision av arsredovisningen
ar det vart ansvar att [asa den information som
identifieras ovan och évervaga om informatio-
nen i vasentlig utstrackning ar oférenlig med drs-
redovisningen. Vid denna genomgdng beaktar vi
Gven den kunskap vi i 6vrigt inhdmtat under revi-
sionen samt bedémer om informationen i Gvrigt
verkar innehalla vasentliga felaktigheter.

Om vi, baserat pa det arbete som har utforts
avseende denna information, drar slutsatsen att
den andra informationen innehaller en vasentlig
felaktighet, ar vi skyldiga att rapportera detta. Vi
har inget att rapportera i det avseendet.

Styrelsens och generalsekreterarens ansvar
Det ar styrelsen och generalsekreteraren som
har ansvaret for att drsredovisningen upprattas
och att den ger en rattvisande bild enligt &rsre-
dovisningslagen. Styrelsen och generalsekrete-
raren ansvarar dven for den interna kontroll som
de bedémer &@r nédvandig fér att uppratta en
arsredovisning som inte innehaller négra vasent-
liga felaktigheter, vare sig dessa beror pa
oegentligheter eller misstag.

Vid upprattandet av drsredovisningen ansva-
rar styrelsen och generalsekreteraren for bedom-
ningen av féreningens férmdga att fortsatta verk-
samheten. De upplyser, nar sa ér tillampligt, om
forhallanden som kan paverka formégan att fort-
satta verksamheten och att anvénda antagandet
om fortsatt drift. Antagandet om fortsatt drift
tillémpas dock inte om styrelsen och general-
sekreteraren avser att upplésa féreningen,
upphdra med verksamheten eller inte har ndgot
realistiskt alternativ till att géra ndgot av detta.

Den registrerade revisionsbolagets ansvar

Vi har att utféra revisionen enligt International
Standards on Auditing (ISA) och god revisions-
sed i Sverige. Vart mal ar att uppnd en rimlig
grad av sékerhet om huruvida arsredovisningen
som helhet inte innehdller négra vasentliga fel-
aktigheter, vare sig dessa beror pd oegentlig-
heter eller misstag. Rimlig sékerhet ar en hog
grad av sékerhet, men &r ingen garanti for att en

PA‘%‘RELS

revision som utfors enligt ISA och god revisions-

sed i Sverige alltid kommer att upptdcka en

vasentlig felaktighet om en sédan finns. Felaktig-
heter kan uppstd pda grund av oegentligheter
eller misstag och anses vara vasentliga om de
enskilt eller tillsammans rimligen kan férvéantas
paverka de ekonomiska beslut som anvandare
fattar med grund i arsredovisningen.

Som del av en revision enligt ISA anvénder vi
professionellt omdéme och har en professionellt
skeptisk instdlining under hela revisionen.
Dessutom:

* identifierar och bedémer vi riskerna for vasent-
liga felaktigheter i arsredovisningen, vare sig
dessa beror pd oegentligheter eller misstag,
utformar och utfér granskningsatgérder bland
annat utifrén dessa risker och inhdmtar revi-
sionsbevis som dr tillrdckliga och andamél-
senliga for att utgéra en grund for véra uttalan-
den. Risken for att inte upptdcka en vasentlig
felaktighet till féljd av oegentligheter &r hogre
an for en vasentlig felaktighet som beror pa
misstag, eftersom oegentligheter kan innefatta
agerande i maskopi, forfalskning, avsiktliga
uteldmnanden, felaktig information eller &sido-
sattande av intern kontroll.

Skaffar vi oss en forstéelse av den del av féren-
ingens interna kontroll som har betydelse fér
var revision for att utforma granskningsatgar-
der som ar lampliga med hansyn till
omstdndigheterna, men inte for att uttala mig
om effektiviteten i den interna kontrollen.

Utvarderar vi ladmpligheten i de redovisnings-
principer som anvands och rimligheten i
styrelsens och generalsekreterarens uppskatt-
ningar i redovisningen och tillhérande upplys-
ningar.

drar vi en slutsats om lampligheten i att styrel-
sen och generalsekreteraren anvander anta-
gandet om fortsatt drift vid upprattandet av
darsredovisningen. Vi drar ocksd en slutsats,
med grund i de inh@mtade revisionsbevisen,
om huruvida det finns nédgon vasentlig osdker-
hetsfaktor som avser sadana handelser eller
forhallanden som kan leda till betydande tvivel
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om féreningens formaga att fortsatta verksam-
heten. Om vi drar slutsatsen att det finns en
vasentlig osdkerhetsfaktor, maste vi i revisions-
berattelsen fasta uppmérksamheten pé upp-
lysningarna i arsredovisningen om den
vasentliga osdkerhetsfaktorn eller, om sddana
upplysningar ar otillréckliga, modifiera utta-
landet om @rsredovisningen. Vara slutsatser
baseras pd de revisionsbevis som inhédmtas
fram till datumet for revisionsberattelsen. Dock
kan framtida héndelser eller férhallanden géra
att en férening inte langre kan fortsatta verk-
samheten.

utvarderar vi den évergripande presentatio-
nen, strukturen och innehdllet i drsredovis-
ningen, daribland upplysningarna, och om
darsredovisningen dterger de underliggande
transaktionerna och handelserna pé ett satt
som ger en rattvisande bild.

Vi maste informera styrelsen om bland annat
revisionens planerade omfattning och inriktning
samt tidpunkten fér den. Vi méste ocksa infor-
mera om betydelsefulla iakttagelser under revi-
sionen, ddribland de eventuella betydande bris-

ter i den interna kontrollen som vi identifierat.

Den fértroendevalda revisorns ansvar

Jag har att utféra en revision enligt revisions-
lagen och darmed enligt god revisionssed i
Sverige. Mitt mal ar att uppnd en rimlig grad av
sdkerhet om huruvida érsredovisningen har upp-
réttats i enlighet med drsredovisningslagen och
om drsredovisningen ger en rattvisande bild av
féreningens resultat och stdllning.

Rapport om andra krav enligt lagar och
andra férfattningar samt stadgar

Uttalanden

Utover var revision av drsredovisningen har vi
Gven utfért en revision av styrelsens och general-
sekreterarens forvaltning for Cancerfonden -
Riksféreningen mot cancer for ér 2022 samt av
forslaget till dispositioner betraffande féreningens
vinst eller forlust.
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Vitillstyrker att huvudmannamétet disponerar
vinsten enligt det presenterade forslaget och
beviljar styrelsens ledamoter och generalsekre-
teraren ansvarsfrihet for rékenskapsdret.

Grund fér uttalanden
Vi har utfért revisionen enligt god revisionssed
i Sverige. Vart ansvar enligt denna beskrivs
ndrmare i avsnittet Revisorns ansvar. Vi &r obero-
ende i férhallande till féreningen enligt god
revisorssed i Sverige. Jag som auktoriserad
revisor har i 6vrigt fullgjort mitt yrkesetiska ansvar
enligt dessa krav.

Vi anser att de revisionsbevis vi har inhémtat
artillréckliga och @ndamalsenliga som grund fér
vara uttalanden.

Styrelsens och generalsekreterarens ansvar
Det dr styrelsen och generalsekreteraren som
har ansvaret for forslaget till dispositioner
betraffande féreningens vinst eller férlust samt
férvaltningen.

Revisorns ansvar

Vart mal betraffande revisionen av férvaltningen,
och darmed vart uttalande om ansvarsfrihet, ar
att inhdmta revisionsbevis fér att med en rimlig
grad av sdkerhet kunna bedéma om ndagon sty-
relseledamot eller generalsekreteraren i ndgot
vasentligt avseende foretagit ndgon atgard eller
gjort sig skyldig till négon férsummelse som kan
foranleda ersattningsskyldighet mot féreningen.

Vart mal betréffande revisionen av férslaget il
dispositioner av féreningens vinst eller forlust,
och darmed vért uttalande om detta, &r att med
rimlig grad av sdkerhet bedéma om férslaget ar
forenligt med stadgarna.

Rimlig s¢kerhet ar en hog grad av sdkerhet,
men ingen garanti for att en revision som utfors
enligt god revisionssed i Sverige alltid kommer
att upptécka atgarder eller frsummelser som
kan féranleda ersattningsskyldighet mot féren-
ingen, eller att ett forslag till dispositioner av for-
eningens vinst eller forlust inte ar férenligt med

stadgarna.

REVISIONSBERATTELSE

Som en del av en revision enligt god revisionssed
i Sverige anvander den auktoriserade revisorn
professionellt omddme och har en professionellt
skeptisk instdlining under hela revisionen.
Granskningen av férvaltningen och férslaget till
dispositioner av féreningens vinst eller forlust
grundar sig framst pa revisionen av rakenska-
perna. Vilka tillkommande granskningsatgarder
som utférs baseras pd den auktoriserade revi-
sorns professionella bedémning och 6vriga
valda revisorers bedémning med utgéngspunkt i
risk och vasentlighet. Det innebdr att vi fokuserar
granskningen pd sddana atgdrder, omréden och
forhallanden som ér vasentliga for verksamheten
och ddr avsteg och 6vertradelser skulle ha sar-
skild betydelse fér féreningens situation. Vi gar
igenom och prévar fattade beslut, besluts-
underlag, vidtagna atgarder och andra férhal-
landen som dr relevanta for vart uttalande om
ansvarsfrihet. Som underlag fér vart uttalande
om styrelsens férslag till dispositioner betr&f-
fande féreningens vinst eller férlust har vi gran-
skat om férslaget &r férenligt med stadgarna.

Var revisionsberdttelse har [émnats den dag som
framgdr av den elektroniska signaturen.

Fredrik Sjolander Brith Holm
Auktoriserad revisor  Fértroendevald revisor
KPMG AB
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BILAGA 1 - VARDEPAPPER

Vardepapper

2022-12-31 2022-12-31 2022-12-31 2022-12-31
Bokfort  Marknads- Bokfort  Marknads-
Tkr Volym virde varde Tkr Volym vdrde varde

Svenska aktier och aktieinstrument

Informationsteknik

Dagligvaror Ericsson B 400 000 31010 24 360
Essity ABB 140 000 36076 38262 Sleep Cycle AB 291882 14 883 12 609
Fastighet Media
Fastighets AB Balder B 150 000 7005 7278 Bambuser AB 1500000 13 580 5535
Castellum 55000 7267 6944 Embracer Group 370 000 20081 17 497
Fabege 145 000 15236 12862
Genova Property Group AB 117 045 8215 6133 Séllankgpsvaror
Wallenstam AB 2]5 OOO 9 249 9 439 Electrolux B 265 OOO 45 082 37 307
Footway Group AB 428157 6000 865
Finans Mips AB 25000 7173 10 748
Investor B 270 000 27 898 S0 911 RVRC Holding AB 70 000 5250 2488
Nordea 135 000 12 556 15077 Summa svenska aktier 720957 802 557
SEBA 115 000 9514 13 794
Svenska aktiefonder
Hélsovard Skandia Cancerfonden 133 570 15231 29520
Attendo 300 000 17933 7266 Summa svenska aktiefonder 15 231 29520
AstraZeneca 30000 19439 42105
: Summa svenska aktier och
Bactiguard 282 751 25332 31216 oktiofonder 736188 832077
BioArctic AB 37 500 9416 10200
Bioinvent International AB 122 000 6144 3910 . .
— - Utlandska aktier
Biovica \ntemotlorToI ABB 355000 15920 2893 Accelleron Industries AG 3500 1005 757
Bonesupport Holding AB 975 000 37093 78439 Summa utlandska aktier 1005 757
Camurus AB 330000 46 560 83358
Medlc'over AB 95 000 9727 13272 Utliindska aktiefonder
Ossdsign AB 190040 8087 1106 Arctic Aurora Lifescience | SEK 251577 301588 415264
Q-Linea AB 386912 42 691 4063 ; "
Candriam Equities L Oncology
Sedana Medical AB 357248 10123 6681 Impact V USD 2476 50000 56210
Vicore Pharma Holding AB 155 000 4650 2775 SHB Global Index Criteria 450188 118 440 176 050
Summa utlédndska aktiefonder 470 028 647524
Industri
ABB 70000 13376 22134 Summa utlandska aktier och
Alfa Laval 30000 4754 9033 aktiefonder 471033 648 280
Atlas Copco B 365 000 20883 40552
. Total summa aktier och
Epiroc B 90 000 8295 15 089 aktiefond 1207221 1480358
Sandvik 235000 36087 44274
Securitas B 212142 19 94S 18448
Sinch 350000 19 348 13 381
SKF B 200 000 33203 31830
Trelleborg B 25000 5409 6020
Volvo B 225000 35515 42 408
34
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2022-12-31  2022-12-31
Bokfért  Marknads-

Tkr Volym virde varde
Svenska obligationer och andra
rantebdrande virdepapper
Captor Dahlia Green Bond C 951269 100 000 85 240
Nordkinn Fixed Income Macro Fund
Class A SEK 1861485 220864 214 648
SHB Féretagsobligationsfond Inve
Gr ATSEK 3053 269 306 251 302 365
SHB Inst Kortrta A 10 SEK 6077 545 610 660 614 318
SHB Rantestrategi A 10 SEK 1714047 175803 176 341
S ka oblig 1er och
andra réntebdrande virdepapper 1413 578 1392912
Utléndska obligationer och andra
réntebarande vérdepapper
SEB Dynamisk Rantefond C
SEB Lux 2436175 249 774 239 247
Q tAandeck hi; 2
och andra réintebérande vérde-
papper 249774 239247
Total summa obligationer och
andra réntebérande virdepapper 1663 352 1632159
Kortfristiga placeringar
Summa kortfristiga placeringar o] 0]
Summa finansiella anldggnings-
tillgangar 2870573 3112517
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BILAGA 2 - VARDEPAPPER

Donerade vardepapper

2022-12-31  2022-12-31 2022-12-31  2022-12-31
Bokfért  Marknads- Bokfért  Marknads-
Tkr Volym virde varde Tkr Volym vdrde varde
Svenska aktier och aktieinstrument Svenska aktiefonder
Robur Kapitalinvest 1480 312 315
Finans Robur Allemansfond Komplett 291 347 344
Unwrap Finance AB 17917 0 0 Robur Sverigefonden 1013 601 600
Robur Transition Global A 722 389 394
Hélsovard SHB Sverige Tema 730 2080 2086
Human Care HC AB 400 0 0 Summa svenska aktiefonder 3729 3739
Industri Summa svenska aktier och
Xzero B 1300 0 0 aktiefonder 3741 3755
Informationsteknik Utléindska aktier
Alstrado AB 2u 0 0 Global Natural Resources Bearer 60 0 0]
Summa utléndska aktier (o] (o]
Kraftforsérjning
Utléndska aktiefond
Cassandra Oil AB 129 0 0
: Danske Invest Aktiv Formaégenhets-
Etrion Corp 80 0 0 forvalt. 231 810 799
Varmlandsmetanol 8 20 0 O Skagen Global A (NOK) 56 161 159
Summa utlédndska aktiefonder m 958
Material
Oboya Horticulture Industries B Summa utléndska aktier och
i konkurs 227 0 0 aktiefond 971 958
Media Total summa aktier och
Eurolandcom B 63 0 0 aktiefonder 47 4713
Sdllanképsvaror Svenska obligationer och andra
ICAG 1200 o o réntebdrande vardepapper
ruppen
Ma N ‘Zp AB  Konk 8 o o Case Rantefond Investment Grade 4433 S79 564
oldin i Konkurs
Zaland SEg 23 o o Danske Invest Sverige Kort Ranta SA 859 1008 1009
alando
Lansférsakringar Kort Rantefond 187 20 19
Bvri Nordea FRN Fund 1789 271 271
vriga
Robur Réntefond Kort Plus A 201 25 25
Colabitoil Férsélining Group AB 7500 0 0 obur Famielond Ror Tue
’ Summa svenska obligationer och
Exeotech Invest i konkurs 20 0 0 andra réintebérande véirdepapp 1902 1887
H.V.R Water Purification AB 1975 0 0
Havsfrun Investment A 110 0 0 Utléndska obligationer och andra
Implementa Sol AB A 804 0 0 rantebdrande vardepapper
i Summa utléndska obligationer
Nordic Secondary AB /82 Il 16 och andra réntebdrande virde-
Petrosibir B 91 0 0 papper (o] 0
Retail United International AB 1 0 0 Total summa obligationer och
Ricoh Holding AB ha 0 0 andra réntebdrande virdepapper 1902 1887
Saleninvest AB 500 0 0 o ]
Skultuna Messingbruk 200 0 0 Kortfristiga placeringar
Texcel B 135000 0 0 Summa kortfristiga placeringar (o] (o]
) Summa finansiella
Virtway Invest AB 8000 0 0 PR tillgéng 6613 6600
Zhoda Investment B 91 0
Summa svenska aktier mn 16
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BILAGA 3 - FORSKNING OCH VARDUTVECKLING

Forskning

Anslag 2022 férdelade pé anslagskategorier, Tkr

Forskningprojekt

Forskningsprojekt 706 850
Summa forskningsprojekt 706 850
Sdrskilda satsningar

Forskningsprojekt strélbehandlingsforskning 71000
Fellowship inom prevention 32421
Fellowship inom stralbehandlingsforskning 12177
Summa sérskilda satsningar 115 598
Forskartjénster

Postdoktortjanst 28626
Junior Investigator Award 25392
Senior Investigator Award 30192
Junior Clinical Investigator Award 10428
Senior Clinical Investigator Award 10428
Forskarman fklin verks 11956
Summa forskartjénster 117 022
Ovriga forskningsanslag

Planeringsgrupper 3650
Resa 971
Kongresser 320
Summa 6vriga forskningsanslag 4941
Resurskompensation vetenskapliga sekreterare 3700
Summa 948 111
Internationell verksamhet 5205
Krediterade anslag -30267
Aterbetalda anslag -5348
TOTALT 917 701
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BILAGA 4 - FORSKNINGSPROJEKT

Forskningsprojekt

Aguilo Payeras, Francesca Margalida, Umed universitet,
Akre, Olof, Karolinska institutet,

Albertsson, Per Arne, Goteborgs universitet,

Alvarado Kristensson, Maria Teresa, Lunds universitet,
Andersson, Therese Marie-Louise, Karolinska institutet,
Andersson, Per-Ola, Géteborgs universitet,
Andersson, John, Karolinska institutet,

Angenete, Eva Marianne, Géteborgs universitet,

Antti, Carl Henrik, Umed universitet,

Arnberg, Niklas, Umed universitet,

Arngvist, Anna Maria, Umed universitet,

Arsenian Henriksson, Rosa Marie, Karolinska institutet,
Artner, Isabella, Lunds universitet,

Askling, Johan Evald Olof, Karolinska institutet,
Axelson, Anna Marta, Uppsala universitet,

Backman, Ann-Sofie Maria Katrin, Karolinska institutet,
Baryawno, Ninib, Karolinska institutet,

Bellodi, Cristian, Lunds universitet,

Bergh, John Anders Ragnar, Umed universitet,

Bergh, Carl Jonas Stensson, Karolinska institutet,
Bergqvist, Jenny Susanna, Karolinska institutet,
Bienko, Marzena Magda, Karolinska institutet,
Bjorkegren, Camilla Eva Marika, Karolinska institutet,
Bjorkhem-Bergman, Linda,Karolinska institutet,
Blomaqyist, Anders Gunnar, Linkdpings universitet,
Borg, Kurt Olof Ake, Lunds universitet,

Brooke, Hannah Louise, Uppsala universitet,
Buggert, Marcus, Karolinska institutet,

Burmann, Bjérn Marcus, Géteborgs universitet,
Buttner, Sabrina, Stockholms universitet,

Cardell, Rolf Lars Olaf, Karolinska institutet,

Carén, Helena Margareta, Goteborgs universitet,
Carlsson, Jens Gustaf, Uppsala universitet,

Ceder, (Anna) Yvonne (Margareta), Lunds universitet,
Cedernaes, Per Carl Jonathan, Uppsala universitet,
Chabes, Andrei, Umed universitet,

Cohn, Laila Marita, Lunds universitet,

Czene, Kamila, Karolinska institutet,

Dahlin, Joakim, Karolinska institutet,

Dahlstrand, Hanna Mikaela, Karolinska institutet,

Dai, Qi, Stockholms universitet,

de Boniface, Jana Marit, Karolinska institutet,

Deind|, Sebastian, Uppsala universitet,

Dickman, Paul William George, Karolinska institutet,
Ek, Emma Weronica, Uppsala universitet,

Eloranta, Sandra Maria, Karolinska institutet,

Elsasser, Simon Johannes, Karolinska institutet,
Eriksson, Ulf Per-Erik, Karolinska institutet,

Eriksson, Birgit Maria Helena, Karolinska institutet,
Ernberg, Ingemar Torsten, Karolinska institutet,
Essand, Lars Magnus, Uppsala universitet,
Falkenberg, Maria Annica, Géteborgs universitet,
Finizia, Caterina Angela, Géteborgs universitet,
Flygare, Per Johan, Lunds universitet,

Frisén, Jonas Kristoffer, Karolinska institutet,
Fahraeus, Robin, Umed universitet,

Gabrielsson, Eva Susanne Linnéa, Karolinska institutet,

Gemezell Danielsson, Ellen Kristina Maria, Karolinska institutet,

Genander, Maria Kristina, Karolinska institutet,
Gerling, Marco, Karolinska institutet,
Glimelius, Bengt Lennart Gottlieb, Uppsala universitet,
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Glimelius, Ingrid Cecilia, Uppsala universitet,
Globisch, Daniel, Uppsala universitet,

Green, Karl Henrik Zidreon, Linképings universitet,
Gustafsson, Bengt Gustaf, Géteborgs universitet,
Gustafsson, Jan-Ake, Karolinska institutet,
Gyllensten, Ulf Bertil, Uppsala universitet,

Haglind, Eva Anna Helga, Géteborgs universitet,
Haglund de Flon, Felix Per Thomas, Karolinska institutet,
Hagstrém, Hannes Olle Erik, Karolinska institutet,
Hallgren Martinsson, Jenny, Uppsala universitet,
Hansson, Lotta, Karolinska institutet,

Hansson, Jenny Maria, Lunds universitet,

Heldin, Carl-Henrik, Uppsala universitet,

Hober, Sophia Elisabeth, Kungliga tekniska hégskolan,
Holmberg, Lars Hjalmar, Uppsala universitet,
Holmdahl, Rikard, Karolinska institutet,

Holmaqvist, Eivor Marie, Karolinska institutet,
Hartlové, Anetta, Géteborgs universitet,

Hoéglund, Erik Mattias, Lunds universitet,

Ibanez, Carlos, Karolinska institutet,

Jakobsson, Per-Johan Géte, Karolinska institutet,
Jakobsson, Johan, Lunds universitet,

Jakobsson, Lars Gustav, Karolinska institutet,
Jakola, Asgeir, Géteborgs universitet,
Jernberg-Wiklund, Helena,Uppsala universitet,
Johansson, Anna Louise Viktoria, Karolinska institutet,
Johansson, Karin Inger, Lunds universitet,
Johansson, Asa Katarina, Uppsala universitet,
Johansson, Staffan Erik, Uppsala universitet,
Jarés, Marcus Anders, Lunds universitet,

Jonsson Hallgvist, Bo Géran, Lunds universitet,
Kallioniemi, Olli-Pekka, Karolinska institutet,
Kamali Moghaddam, Masood, Uppsala universitet,
Kanduri, Meena, Géteborgs universitet,

Karlsson, Anna, Karolinska institutet,

Karlsson, Per, Géteborgs universitet,

Karlsson, Mikael, Karolinska institutet,

Karlsson, Géran Rolf, Lunds universitet,

Karlstréom, Amelie Helen, Kungliga tekniska hogskolan, 2
Katajisto, Pekka, Karolinska institutet,

Kiessling, Rolf Valter Rikard, Karolinska institutet,
Kogner, Per, Karolinska institutet,

Kutter, Claudia Antje, Karolinska institutet,

Lain, Sonia, Karolinska institutet,

Lambe, Mats Peter, Karolinska institutet,

Lampic, Claudia, Umed universitet,

Landberg, Per Géran, Géteborgs universitet,
Landreh, Michael, Karolinska institutet,

Larsson, Rolf Lennart, Uppsala universitet,
Larsson, Ola Ruben Valdemar, Karolinska institutet,
Le Blanc, Lena Kerstin Katarina, Karolinska institutet,
Levin, Max Andreas, Goteborgs universitet,
Lindberg, Eva Susanne, Karolinska institutet,
Lindblad, Joakim, Uppsala universitet

Lindstedt, Malin Marie, Lunds universitet,
Lindstrém, Linda Sofie, Karolinska institutet,
Lundholm, Kent Géran, Géteborgs universitet,
Lofstedt, Tommy Nils Erik, Umed universitet,
Mahlapuu, Margit, Géteborgs universitet,
Mangsbo, Sara Maria, Uppsala universitet,
Marquardt, Nicole, Karolinska institutet,
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BILAGA 4 - FORSKNINGSPROJEKT

Martinsson, Sven Tommy, Géteborgs universitet, 1600 000 kr Stahlberg, Anders Torbjérn, Géteborgs universitet, 3 000 000 kr
* Martner, Anna Linnea, Géteborgs universitet, 3 750 000 kr Stal, Hans Olle Gunnar, Linkdpings universitet, 2400 000 kr
Matikas, Alexios, Karolinska institutet, 1800 000 kr Sund, Malin Asa Margareta, Umeé universitet, 3 000 000 kr
* Mielke, Stephan, Karolinska institutet, 2 400 000 kr Sunnerhagen, Per Johan, Géteborgs universitet, 3000 000 kr
Miharada, Kenichi, Lunds universitet, 3750 000 kr Swaminathan, Vinay Shankar, Lunds universitet , 1600 000 kr
+ Mijésberg, Jenny Mari, Karolinska institutet, 3750 000 kr Szczepankiewicz, Filip Adam, Lunds universitet, 2400 000 kr
Mondal, Tanmoy, Géteborgs universitet, 2400 000 kr Sallberg Chen, Margaret, Karolinska institutet, 3 000 000 kr
*  Méartensson-Bopp, Ann Inga-Lill, Géteborgs universitet, 4500 000 kr Séderberg, Jan Ola, Uppsala universitet, 2400 000 kr
Mékinen, Taija Marianna, Uppsala universitet, 5250 000 kr Soderkvist, Peter Halvar, Linkdpings universitet, 1200 000 kr
* Nilbert, Mef Christina, Lunds universitet, 6750 000 kr Teneberg, Eva Susanne, Géteborgs universitet, 2400 000 kr
Nilsson, Karin Birgitta, Uppsala universitet, 3750 000 kr Thorén, Carl Fredrik, Géteborgs universitet, 3750 000 kr
* Nilsson, Markus Peter Joakim, Lunds universitet, 3000 000 kr Thorlacius, Henrik Tobias, Lunds universitet, 2400 000 kr
Nilsson, Olof Mikael, Géteborgs universitet, 3000 000 kr Tietze, Alesia Andreevna, Géteborgs universitet, 2400 000 kr
* Niméus, Emma Kristina, Lunds universitet, 3000 000 kr Tran, Thuy Amanda, Karolinska institutet, 2400 000 kr
Niroula, Abhishek, Lunds universitet, 2400 000 kr Uhlén, Per Edvin, Karolinska institutet, 3750 000 kr
* Nistér, Lilly Monica Elisabet, Karolinska institutet, 2 000 000 kr Uhlin, Jan Michael, Karolinska institutet, 3000 000 kr
Nordenfelt, Bill Pontus, Lunds universitet, 1600 000 kr Ullén, Per Anders Mikael, Karolinska institutet, 3750 000 kr
* Nordgren, Ann Cecilia, Géteborgs universitet, 2 000 000 kr Ullenhag, Gustav Jérgen, Uppsala universitet, 2400 000 kr
Nordin, Karin Maria, Uppsala universitet, 2400 000 kr Ungerstedt, Johanna, Karolinska institutet, 2400 000 kr
* Nordlund, Jessica, Uppsala universitet, 2 400 000 kr Villablanca Bradanovic, Eduardo Javier, Karolinska institutet, 3 000 000 kr
Nordlund, Par Lennart, Karolinska institutet, 6750 000 kr Visa Mante, Neus, Stockholms universitet, 3750 000 kr
* Nordstrom, Stig Tobias, Karolinska institutet, 3750 000 kr von Essen, Louise Anna Helena, Uppsala universitet, 2400 000 kr
Olofsson Bagge, Karl Roger, Goteborgs universitet, 3000 000 kr von Rosen, Philip, Karolinska institutet, 2400 000 kr
+ Olsson, Rolf Ingemar, Karolinska institutet, 3000 000 kr Vu, Trung Nghia, Karolinska institutet, 2 400 000 kr
Orre, Lukas Karl Minus, Karolinska institutet, 2400 000 kr Wallberg, Kenny Alexandra, Karolinska institutet, 3 000 000 kr
*+ Pakideeri Karat, Sandeep Gopal, Lunds universitet, 2 400 000 kr Wanrooij, Paulina Hannele, Umed universitet, 2 400 000 kr
Paulsson, Kajsa, Lunds universitet, 3750 000 kr Welsh, Lena Marie, Uppsala universitet, 7 S00 000 kr
* Paul-Visse, Gesine, Lunds universitet, 3000 000 kr Wengstrém, Yvonne Birgitta, Karolinska institutet, 2400 000 kr
Pejler, Sven Gunnar Martin, Uppsala universitet, 4500 000 kr Westermark, Bengt Anders, Uppsala universitet, 2 500 000 kr
*+ Peuget, Sylvain Gabriel Jean-Claude, Karolinska institutet, 2 400 000 kr Wickstrom, Stina Linnéa, Karolinska institutet, 2 400 000 kr
Pietras, Alexander Markus, Lunds universitet, 3000 000 kr Wilhelm, Margareta Teresia, Karolinska institutet, 3750 000 kr
* Pilon, Marc, Géteborgs universitet, 4500 000 kr Willinger, Tim, Karolinska institutet, 3000 000 kr
Planck, Maria, Lunds universitet, 4500 000 kr Woll, Petter, Karolinska institutet, 2400 000 kr
* Ponzetta, Andrea, Karolinska institutet, 2400 000 kr Xie, Shaohua, Karolinska institutet, 1800 000 kr
Rassidakis, Georgios, Karolinska institutet, 2400 000 kr Xu, Dawei, Karolinska institutet, 3750 000 kr
* Redebrandt, Henrietta Caroline, Lunds universitet, 2400 000 kr Ye, Weimin, Karolinska institutet, 4 500 000 kr
Rolny, Charlotte, Karolinska institutet, 3000 000 kr Yu, Di, Uppsala universitet, 2400 000 kr
* Romeo, Stefano, Géteborgs universitet, 2 400 000 kr Zackrisson, Anna Sophia Christina, Lunds universitet, 4500 000 kr
Rosenquist Brandell, Richard, Karolinska institutet, 6000 000 kr Zhivotovsky, Boris, Karolinska institutet, 1600 000 kr
* Rydén, Lisa Viola Elisabeth, Lunds universitet, 3750 000 kr Zubarev, Roman, Karolinska institutet, 2400 000 kr
Sabouri, Nasim, Umed universitet, 3000 000 kr Aman, Pierre Arne, Géteborgs universitet 2400 000 kr
+ Sangfelt, Klas Olov, Karolinska institutet, 3000 000 kr Ohman, Jenny Frida Kristina, Géteborgs universitet, 2400 000 kr
Schlisio, Susanne, Karolinska institutet, 4500 000 kr Ollinger, Karin Maria, Linképings universitet, 1600 000 kr
* Schwartz, Yuri, Umed universitet, 2 400 000 kr Onfelt, Bjérn Olof, Kungliga tekniska hégskolan, 3750 000 kr
Selivanova, Galina, Karolinska institutet, 3750 000 kr Osterlund, Pia, Karolinska institutet, 1600 000 kr
+ Sigurdsson, Valgardur, Lunds universitet, 1600 000 kr Ostlund Farrants, Ann-Kristin Iréne, Stockholms universitet, 1600 000 kr
Simon, Andras, Karolinska institutet, 5250 000 kr
+ Sitnicka, Ewa, Lunds universitet, 2 000 000 kr . . N . .
Sjédahl, Per Gottfrid, Lunds universitet, 2 400 000 kr Projekt inom stra‘lbehandlmtgsfc?rskn|ng
* Skalkidou, Alkistis, Uppsala universitet, 2400 000 kr ) A‘Ikner, Sara Marie, Lunds }Jnlver5|tet, ) o 8000000 kr
Sladoje, Nataga, Uppsala universitet, 2 400 000 kr Lind, Pehr Anders Rune Michael, Karolinska institutet, 8000 000 kr
* Smedby, Orjon, Kungliga tekniska hégskolan, 2 400 000 kr Helleday, Thomas, Karolinska institutet, 10 000 000 kr
+ Smith, Carl Inge Edvard, Karolinska institutet, 6000 000 kr Andersson, Seth Jonas, Umed universitet, 8000 000 kr
- Spalding, Kirsty Lee, Karolinska institutet, 2 400 000 kr Gebre-Medhin, Anna Maria, Lunds universitet, 12 000 000 kr
Spjuth, Ola, Uppsala universitet 2 400 000 kr Nestor, Marika Viktoria, Uppsala universitet, 10 000 000 kr
+ Stattin, Par Erik, Uppsala universitet, 3750 000 kr Karlsson, Inger Camilla, Umed universitet, 15 000 000 kr
Stenerléw, Bo Gosta, Uppsala universitet, 3000 000 kr
+ Strand, Carl Fredrik, Karolinska institutet, 2400 000 kr Denna sammanstdlining visar projekt som har beviljats ar 2022 och som
Stranne, Charles Johan, Géteborgs universitet, 2400 000 kr vanligen finansieras i tre ér. Under 2022 har Cancerfonden ocksé fortsatt att
+ Strém, Lena Gunilla, Karolinska institutet, 3750000 kr betala ut medel som beviljades 2020 och 2021. En fullsténdig lista dver alla
Stahl, Bengt Stefan, Kungliga tekniska hégskolan, 3000 000 kr dessa anslag éterfinns pd Cancerfondens hemsida: https://www.cancer-

fonden.se/forskning/projekt.
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Tjans

med mera

Anordnande av kongress i Sverige

BILAGA 5 - TJANSTER, PLANERINGSGRUPPER, STIPENDIER MED MERA

ter, planeringsgrupper

Junior Clinical Investigator Award

Cardell Susanna Margareta Géteborgs universitet Elias Erik Axel Goteborgs universitet
Henter Jan-Inge Ronald Karolinska institutet Niméus Emma Kristina Lunds universitet
Landberg Karl Rikard Chalmers Tekniska
Hogskola Aktiebolag < Investigator Award
Strémblad Karl Staffan Torsten Karolinska institutet Baryawno Ninib Karolinska institutet
Lindstréom Linda Sofie Karolinska institutet
Fellowship strélbehandling Pietras Alexander Markus Lunds universitet
Alkner Sara Marie Lunds universitet Wermeling Fredrik Karolinska institutet
Kannan Pavitra Karolinska institutet
Onjukka Eva Sofie Karolinska institutet Sanior Clinical | gator Award
Strand Joanna Sylvia Inga Lunds universitet Bergqvist Jenny Susanna Karolinska institutet
Hansson Lotta Karolinska institutet
Fellowship prevention
Berglind Robert Daniel Karolinska institutet Postdoktortjénst
Blom Carl Olof Johannes Karolinska institutet Al Mohamad Moustafa Uppsala universitet
Bonn Stephanie Erika Karolinska institutet Mahmoud
Enroth Stefan Erik Johan Uppsala universitet Bolivar Balbas Paulina Lunds universitet
Grauman Asa Uppsala universitet Brinkman Eva Karina Karolinska institutet
Jervaeus Anna Ulrika Linnéa Karolinska institutet Eenjes Evelien Karolinska institutet
Lang Anna Kristina Veronica Lunds universitet Gloger Marleen Uppsala universitet
Wallander Karin Margareta Karolinska institutet Liafo Pons Judit Karolinska institutet
Wiel Clotilde Genevieve Marie  Goteborgs universitet Marchalot Anne Claire Isabelle Karolinska institutet
Monasterio Ocares Gustavo Andrés Karolinska institutet
Forskarménader Muthukumar Sowndarya Lunds universitet
Albertsson Per Arne Goteborgs universitet Paranjothi Bertin Uppsala universitet
Casar-Borota Olivera Uppsala universitet Rathore Sorbhi Karolinska institutet
Gran Eva Charlotte Karolinska institutet Saccon Elisa Karolinska institutet
Nilbert Mef Christina Lunds universitet Sanz Ortega Laura Karolinska institutet
Palma Marzia Karolinska institutet
Spath Florentin Umed universitet Planeringsgrupp
Tham Emma Vidette Karolinska institutet Bergfeldt Kjell Gustav Umed universitet
Tragardh Elin Christina Lunds universitet Gebre-Medhin Anna Maria Lunds universitet
Ullén Per Anders Mikael Karolinska institutet Helgadottir Hildur Bjorg Karolinska institutet
Villabona Lisa Elena Esther Karolinska institutet Lindberg Eva Susanne Karolinska institutet
Mielke Stephan Karolinska institutet
Junior Investigator Award Molin Lars Daniel Uppsala universitet
Chen Xingqi Uppsala universitet Rosenquist Brandell Richard Karolinska institutet
Mao Yumeng Uppsala universitet
Niroula Abhishek Lunds universitet
Szczepankiewicz Filip Adam Lunds universitet
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BILAGA 5 - TJANSTER, PLANERINGSGRUPPER, STIPENDIER MED MERA

Resa
Ali Mohamad Moustafa Uppsala universitet Lugano Roberta Uppsala universitet
Mohmoud - - Marias Nuriez Adriana Lunds universitet
Archer Aména Jocelyne ﬁggg&g@fkmska Mattsson Johanna Sofia Margareta  Uppsala universitet
Ax Anna-Karin Link&pings universitet \I]Auir?gres Rodrigues Dorival Uppsala universitet
Backman Max Wilhelm Uppsala universitet Mezheyeuski Artur Uppsala universitet
Barros Ferreira Alexandra Gabriela Lunds universitet Mo Jiezhen Karolinska institutet
Bensberg Maike Linképings universitet Nagy Noermi Karolinska institutet
Blom Ylva Katarina Lunds universitet Neofytou Christina Karolinska institutet
Brunner Andra Walter Karolinska institutet Niklasson Maria Birgitta Uppsala universitet
Braunig Sandro Shari Nil Serge Lunds universitet Norlén Olov Johan Ake Uppsala universitet
Castresana Aguirre Miguel Karolinska institutet Nylund Patrick William Uppsala universitet
Cheng : Zhao Karolinska Ins-ﬂtute-t Olofsson Nils Erik Uppsala universitet
Crescitell Rossella Géteborgs universitet Olsson Widjaja Amanda Viktoria Santi Goteborgs universitet
Ek Emma Weronica Uppsala universitet Pereira Das Neves Ines Mariana Uppsala universitet
Ekstrom Karin Hanna Cecilia Géteborgs universitet Petkova Milena Uppsala universitet
Falkevall Eva Annelie Christina Karolinska institutet Piersiala Krzysztof Dawid Karolinska institutet
Fernebro Eva Josefin Karolinska institutet Prakash Varsha Uppsala universitet
zg%?ii\;:ﬁg Nacer Deborah Lunds universitet Rosberg Rebecca Louise Lunds universitet
Folestad Erika Christine Karolinska institutet Santos Nunes Luis Alberto Uppsala universitet
Foukakis Theodoros Karolinska institutet Sanz Ortega Laura Karolinska institutet
Farnqvist Jan Kenneth Karolinska institutet Schumacher Sara Louise Goteborgs universitet
Gelabert Caroline Marie-Jeanne Uppsala universitet Segerberg Filip Wilhelm Karolinska institutet
Angele Danielle Selivanova Galina Karolinska institutet
Gloger Marleen Uppsala universitet Spiegelberg Diana Uppsala universitet
Heiland Emerald Georgiana Uppsala universitet Strémblad Karl Staffan Torsten Karolinska institutet
Henriksson Rosa Marie Karolinska institutet Swartling Karl Ake Fredrik Uppsala universitet
Hu Yizhou Karolinska institutet Syriopoulou Elisavet Karolinska institutet
Imam Israa Uppsala universitet Teleka Stanley Uppsala universitet
Johansson Annelie Ewa Karolinska institutet Tsirigoti Chrysoula Uppsala universitet
Kjaer Sandra Renée Josefine Uppsala universitet Uhrbom Lene Uppsala universitet
Krausse Niklas Lunds universitet Vaz Belo Moura Pedro Luis Karolinska institutet
Lagebro Vilma Maria Karolinska institutet Williams Cecilia Marie Kungliga tekniska
Leijonhufvud Caroline Barbro Louise Karolinska institutet hégskolan
Christina Wu Chenyan Karolinska institutet
Leontyeva Yuliya Karolinska institutet Zhang Yan Uppsala universitet
Liafio Pons Judit Karolinska institutet Zimmermannova Olga Lunds universitet
Liu Jiangnan Karolinska institutet Zisiadis Georgios Alkis Karolinska institutet
Lokhande Lavanya Lunds universitet
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BILAGA 6 - CANCERFONDENS FORSKNINGSNAMND

Cancerfondens forskningsnamnd

Ledaméter, 22 st inklusive ordfoérande Vald Omvald Suppleanter, S st Vald Omvald
Karre Klas, ordf. (KI) 2013 2018 Hedenfalk, Ingrid (LU) Pk Al 2021
Sundfeldt, Karin (GU) vice ordf (2021) 2020 Moustakas, Aristidis (UU) Pk A2 2021
Ahlstrém, Hakan (UU) 2018 2021 Rydén, Lisa (LU) 2022
Asplund, Kjell (styrelsens repr.) 2019 2022 Sundgren Maly, Pia (LU) 2022
Bergh, Anders (UmU) ordf. Pk A2 2020 Wengstrom, Yvonne (KI) Pk G 2021
Bergh Thorén, Fredrik (GU) ordf Pk Al 2021

Bill- Axelsson, Anna (UU) 2020

Czene, Kamila (KI) 2018 2021

Ekstrom Smedby, Karin (KI) ordf. Pk F 2022

Grantham, Julie (GU) ordf. Pk Bl 2021

Haglind, Eva (GU) ordf. Pk G 2019 2022

Leifman, Hakan (styrelsens repr.) 2022

Linder, Stig (LiU) 2018 2021

Malmberg, Karl-dJohan (KI) ordf. C 2022

Nestor, Marika (UU) ordf. Pk E 2019 2022

Nilsson, Mikael (GU) 2019 2022

Pietras, Kristian (LU) 2018 2021

Planck, Maria (LU) ordf. Pk D 2022

Sjolander, Anita (LU) ordf. Pk B2 2021

Sdllberg, Matti (KI) 2020

Tuck, Simon (UmU) 2020

Wikstréom, Pernilla (UmU) 2017 2020
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BILAGA 6 - BEDOMNINGSGRUPPER 2021-2022

Bedomningsgrupper 2022

Bedémningsgrupp Postdoktor Vald Omvald Beddmningsgrupp Fellowship Vardforskning Vald
Dimberg, Anna (UU) ordf. 2022 2017 2020 Wengstrém, Yvonne (KI) ordf. 2022 2022
Bryceson, Yenan (KI) 2019 2022 Ahlberg, Karin (GU) 2022
Hallberg, Bengt (GU) 2020 Alvariza, Anette (MCh) 2022
Néasman, Anders (K1) 2022 Furst, Carl-dohan (LU) 2022
Pietras Alexander (LU) 2021 Glimelius, Bengt (UU) 2022
Schwartz Yuri (UmU) 2021 Asenl&f, Pernilla (UU) 2022
Bedémningsgrupp Junior Investigator Award Vald Omvald Bg FK Forskarménader for kliniker Vald Omvald
Swartling, Fredrik (UU) ordf. fran 2021 2020 Blomgren, Klas (K1) ordf. 2017 2017 2020
Fahraeus Robin (UmU) 2021 Angenete, Eva (GU) 2017 2020
Gustafsson, Claes (GU) 2022 Brandberg, Yvonne (KI) 2020
Paulsson, Kajsa (LU) 2020 Johansson, Bertil (LU) 2019 2022
Westerberg, Lisa (KI) 2021 Landberg, Géran (GU) 2022
Nylander, Karin (UmU) 2018 2021
Bedémningsgrupp Senior Investigator Award Vald Omvald
Landstrém, Marene (UmU) ordf. fran 2020 2018 2021 Bedémningsgrupp Stralbehandling Vald
Arsenian Henriksson Marie (KI) 2019 2022 Grau, Cai ordf. 2022
Betsholtz, Christer (UU) 2020 Dahl, Olav 2022
Borg, Ake (LU) 2017 2020 Karihtala, Peeter 2022
Ljunggren Hans-Gustaf (KI) 2021 Korreman, Stine 2022
Uhrbom, Lene (UU) 2019 2022 Lyng, Heidi 2022
Muren, Ludvig 2022
Bedémningsgrupp Junior/Senior Clinical
Investigator Award Vald Omvald Bedémningsgrupp Fellowship prevention Vald
Haglind, Eva (GU) ordf. 2022 2017 2020 Allebeck, Peter (KI) ordf. 2022
Cammenga, Jérg (LU) 2018 2021 Gyllensten, UKF(UU) 2022
Manjer, Jonas (LU) 2022 Holmberg, Lars (UU) 2022
Sander, Birgitta (K1) 2021 Larsson, Ingrid (GU) 2022
Stalberg, Peter (UU) 2021 Lindwall, Magnus (GU) 2022
Pedersen, Nancy (KI) 2022
Sundberg Carl-Johan (KI) 2022
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BILAGA 6 - FORSKNINGSNAMNDENS PRIORITERINGSKOMMITTEER 2022

Forskningsnamndens
prioriteringskommittéer 2022

Pk A 1Cellbiologi, genetik, translationell

Pk B 2 Modellorganismer utvecklingsbiologi,

forskning Vald Omvald systembiologi Vald Omvald
Bergh Thorén, Fredrik (GU) ordf (21) 17 20 Sjolander, Anita (LU) ordf (21) 17 20
Hedenfalk, Ingrid (LU) vice ordf (21) 19 22 Fuxe, Jonas (KI) vice ordf (22) 20

Ceder, Yvonne (LU) 19 22 Bexell, Daniel (LU) 21

Chabes, Andrei (UmU) 21 Heindryckx, Femke (UU) 22

Hellstrom, Mats (UU) 19 22 Makinen, Taija (UU) 20

Lehmann, Séren (UU) 20 Schwartz, Yuri (UmU) 21

Nordgren, Ann (KI) 17 20 Sunnerhagen, Per (GU) 19 22
Wilhelm, Margareta (KI) 21 Villablanca, Eduardo (KI) 21

Pk A 2 Patologi, molekylar diagnostik, Pk C Immunologi, mikrobiologi

translationell forskning Vald Omvald och celltransplantation Vald Omvald
Bergh, Anders (UmU) ordf (20) 18 21 Malmberg, Karl-Johan (KI) ordf (22) 17 20
Mjésberg, Jenny (KI) vice ordf (22) 19 22 Martner, Anna (GU) vice ordf (22) 20

Belting, Mattias (LU) 19 22 Frisan, Teresa (UmU) 22

Foukakis, Theodoros (KI) 18 21 Karlsson, Mikael (KI) 20

Hagstrém, Anna (LU) 22 Persson, Jenny (UmU) 20

Johansson, Martin (GU) 22 Sverremark Ekstrém, Eva (SU) 20

Micke, Patrick (UU) 19 22 Ulvmar, Maria (UU) 22

Ohlund, Daniel (UmU) 19 22 Wai, Sun Nyunt (UmU) 18 21
Pk B 1 Genreglering, biokemi, metabolism, Pk D Klinisk och translationell cancerforskning,

strukturbiologi Vald Omvald farmakologi Vald Omvald
Grantham, Julie (GU) ordf (21) 18 21 Planck, Maria (LU) ordf (22) 18 21
Johansson, Erik (UmU) vice ordf (21) 19 22 Glimelius, Ingrid (UU) vice ordf (22) 20
Hammarstrom Pan, Qiang (KI) 19 22 Crona, Joakim (UU) 22

Larsson Lekholm, Erik (GU) 20 Ekman, Simon (KI) 19 22
Magnusson, Mattias (LU) 22 Hartman, Johan (KI) 19 22
Paulsson, Kajsa (LU) 21 Ny, Lars (GU) 21

Rénnstrand, Lars (LU) 19 22 Saal, Lao (LV) 20

Williams, Cecilia (KTH) 20 van Guelpen, Bethany (UmU) 18 21
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BILAGA 6 - FORSKNINGSNAMNDENS PRIORITERINGSKOMMITTEER 2022

Pk E Stralbehandling, stralbiologi,

bilddiagnostik Vald Omvald
Nestor, Marika (UU) ordf (19) 17 20
Karlsson, Per (GU) vice ordf (22) 18 21
Albertsson, Per (GU) 21

Carlsson Tedgren, Asa (LiU) 18 21
De Boniface, Jana (KI) 19 22
Nyholm, Tufve (UmU) 19 22
Orlova, Anna (UU) 22

Staaf, Johan (LU) 22

Pk F Epidemiologi, bi .

folkhdélsovetenskap Vald Omvald
Ekstrom Smedby, Karin (KI) ordf (22) 18 21
Bratt, Ola (GU) vice ordf (22) 21

Akre, Olof (KI) 20

Bendtsen, Marcus (LiU) 22

Brooke, Hannah (UU) 20

Dickman, Paul (KI) 19 22
Stocks, Tanja (LU) 20

Wiklund, Fredrik (KI) 17 20
Pk G Vérdvetenskap, palliation, prevention,

beteendevetenskap Vald Omvald
Haglind, Eva (GU) ordf (19) 19 22
Lampic, Claudia (UmU) vice ordf (19) 17 20
Ahlberg, Karin (GU) 20

Laurell, Géran (UU) 18 21
Wengstrém, Yvonne (K1) 19 22
Asenlsf, Pernilla (UU) 20

Bg FK Forskarménader for kliniker Vald Omvald
Blomgren, Klas (KI) ordf (17) 17 20
Angenete, Eva (GU) 17 20
Brandberg, Yvonne (KI) 20

Johansson, Bertil (LU) 19 22
Landberg, Géran (GU) 22

Nylander, Karin (UmU) 18 21
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Kontakta oss

Postadress

Cancerfonden
101 5SS Stockholm

Ge en gava
Swish: 90195 14
PG: 901986-0
BG: 901-9514

Kontakt
Mejl via webbplatsen, cancerfonden.se/samtal 010 199 10 10

Du nér Cancerlinjen och vér givarservice via ovanstdende kontaktuppgifter.

Sociala kanaler
https://www.facebook.com/cancerfonden
https://www.instagram.com/cancerfonden/
https://twitter.com/cancerfonden

https://se.linkedin.com/company/cancerfonden
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      13.49.90.19

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The initiator Kicki Nordström (KN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2023-07-13 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (goran.hagglund@me.com) to Göran Hägglund (GH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kjellasplund1@gmail.com) to Kjell Asplund (KA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (stefan.bergh@rf.se) to Stefan Bergh (SB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (gail.dunberger@mchs.se) to Gail Dunberger (GD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (richard.grottheim@ap7.se) to Richard Gröttheim (RG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (klas.karre@cancerfonden.se) to Klas Kärre (KK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mats.liedholm@fazer.com) to Mats Liedhom (ML). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hakan.leifman@ki.se) to Håkan Leifman (HL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (josefin.lundmark@ica.se) to Josefin Lundmark (JL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (asateresemars@gmail.com) to Åsa Märs (ÅM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (annikaqarlsson@gmail.com) to Annika Qarlsson (AQ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (annalena.sunesson@regionvasterbotten.se) to Anna-Lena Sunesson (AS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (gustav.ullenhag@IGP.uu.se) to Gustav Ullenhag (GU). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:52.955172 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ulrika.arehedkagstrom@cancerfonden.se) to Ulrika Årehed Kågström (UÅK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-14 12:24:57.551701 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kjell Asplund (KA) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.574563 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stefan Bergh (SB) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.594543 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gail Dunberger (GD) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.615574 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Richard Gröttheim (RG) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.639853 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Klas Kärre (KK) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.672441 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mats Liedhom (ML) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.69345 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Håkan Leifman (HL) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.722776 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Josefin Lundmark (JL) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.744717 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Åsa Märs (ÅM) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.764821 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Annika Qarlsson (AQ) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.808567 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna-Lena Sunesson (AS) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.869002 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gustav Ullenhag (GU) was delivered.

      


    

  



  

  

    		2023-04-14 12:24:57.890226 UTC ±21 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ulrika Årehed Kågström (UÅK) was delivered.

      


    

  



  

  

    		2023-04-14 12:25:04.174228 UTC ±22 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Göran Hägglund (GH) was delivered.

      


    

  



  

  

    		2023-04-14 12:25:59.99284 UTC ±22 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-14 12:26:06.034275 UTC ±23 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      13.49.90.19

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The party Ulrika Årehed Kågström (UÅK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 12:26:42.376019 UTC ±23 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      193.10.32.167

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The party Anna-Lena Sunesson (AS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 12:27:36.631572 UTC ±24 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      13.49.90.19

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The signatory Ulrika Årehed Kågström (UÅK) changed the text in the text field “ID number” from 

  blank

 to 

  “6605098240”

.  

      


    

  



  

  

    		2023-04-14 12:27:39.164322 UTC ±24 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      193.10.32.167

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The signatory Anna-Lena Sunesson (AS) changed the text in the text field “ID number” from 

  blank

 to 

  “6707148547”

.  

      


    

  



  

  

    		2023-04-14 12:27:49.154474 UTC ±24 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      13.49.90.19

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The document was signed by Ulrika Årehed Kågström (UÅK) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Ulrika Lisbeth M Årehed Kågström

  
ID number: 

  196605098240



  
IP: 185.113.96.29






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 12:27:58.839091 UTC ±25 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      193.10.32.167

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The document was signed by Anna-Lena Sunesson (AS) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Anna-Lena Kristina Sunesson

  
ID number: 

  196707148547



  
IP: 78.77.219.18






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 12:38:46.034342 UTC ±36 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to annikaqarlsson@gmail.com was opened.

      


    

  



  

  

    		2023-04-14 12:40:47.83395 UTC ±38 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-14 12:42:20.799444 UTC ±39 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mats.liedholm@fazer.com was opened.

      


    

  



  

  

    		2023-04-14 12:42:22.633788 UTC ±39 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      185.196.4.6

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The party Mats Liedhom (ML) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 12:43:32.751284 UTC ±40 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      185.196.4.6

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The signatory Mats Liedhom (ML) changed the text in the text field “ID number” from 

  blank

 to 

  “196505205119”

.  

      


    

  



  

  

    		2023-04-14 12:43:45.888728 UTC ±41 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      185.196.4.6

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.34

      

    

    		

      

        The document was signed by Mats Liedhom (ML) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: MATS LIEDHOLM

  
ID number: 

  196505205119



  
IP: 185.196.4.19






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 12:43:54.878173 UTC ±41 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to asateresemars@gmail.com was opened.

      


    

  



  

  

    		2023-04-14 12:43:57.303135 UTC ±41 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      158.174.198.162

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Åsa Märs (ÅM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 12:44:46.133818 UTC ±42 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      158.174.198.162

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Åsa Märs (ÅM) changed the text in the text field “ID number” from 

  blank

 to 

  “7203204644”

.  

      


    

  



  

  

    		2023-04-14 12:44:55.37596 UTC ±42 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      158.174.198.162

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Åsa Märs (ÅM) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: ÅSA MÄRS

  
ID number: 

  197203204644



  
IP: 158.174.198.162






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 12:46:49.181154 UTC ±44 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-14 12:48:21.273562 UTC ±45 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gail.dunberger@mchs.se was opened.

      


    

  



  

  

    		2023-04-14 12:53:27.544642 UTC ±51 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-14 12:59:00.577407 UTC ±56 ms

    		2023-04-14 12:04:28.439538 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-14 13:12:14.255648 UTC ±8 ms

    		2023-04-14 13:04:29.971275 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-14 13:17:07.106927 UTC ±12 ms

    		2023-04-14 13:04:29.971275 UTC

    		

      192.121.175.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The party Gustav Ullenhag (GU) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 13:18:23.60977 UTC ±13 ms

    		2023-04-14 13:04:29.971275 UTC

    		

      192.121.175.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Gustav Ullenhag (GU) changed the text in the text field “ID number” from 

  blank

 to 

  “680407-1410”

.  

      


    

  



  

  

    		2023-04-14 13:18:40.356921 UTC ±13 ms

    		2023-04-14 13:04:29.971275 UTC

    		

      192.121.175.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Gustav Ullenhag (GU) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Gustav Jörgen Ullenhag

  
ID number: 

  196804071410



  
IP: 192.121.175.201






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 13:25:22.603548 UTC ±19 ms

    		2023-04-14 13:04:29.971275 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-14 14:04:13.381201 UTC ±54 ms

    		2023-04-14 13:04:29.971275 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to goran.hagglund@me.com was opened.

      


    

  



  

  

    		2023-04-14 14:11:35.120509 UTC ±6 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      90.224.166.192

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The party Josefin Lundmark (JL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 14:12:17.255879 UTC ±6 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      90.224.166.192

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The signatory Josefin Lundmark (JL) changed the text in the text field “ID number” from 

  blank

 to 

  “197208317003”

.  

      


    

  



  

  

    		2023-04-14 14:12:35.92179 UTC ±6 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      90.224.166.192

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The document was signed by Josefin Lundmark (JL) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: JOSEFIN LUNDMARK

  
ID number: 

  197208317003



  
IP: 90.224.166.192






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 14:32:33.473429 UTC ±18 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to goran.hagglund@me.com was opened.

      


    

  



  

  

    		2023-04-14 14:32:46.513653 UTC ±19 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      31.211.196.81

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Göran Hägglund (GH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 14:33:30.424101 UTC ±19 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      31.211.196.81

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Göran Hägglund (GH) changed the text in the text field “ID number” from 

  blank

 to 

  “195901276674”

.  

      


    

  



  

  

    		2023-04-14 14:33:38.907474 UTC ±19 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      31.211.196.81

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Göran Hägglund (GH) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: GÖRAN HÄGGLUND

  
ID number: 

  195901276674



  
IP: 31.211.196.81






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 14:49:18.325495 UTC ±29 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to annikaqarlsson@gmail.com was opened.

      


    

  



  

  

    		2023-04-14 14:49:22.194229 UTC ±29 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      213.204.198.236

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Annika Qarlsson (AQ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 14:53:27.01647 UTC ±31 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      213.204.198.236

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Annika Qarlsson (AQ) changed the text in the text field “ID number” from 

  blank

 to 

  “6411225581”

.  

      


    

  



  

  

    		2023-04-14 14:53:38.460334 UTC ±31 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      213.204.198.236

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Annika Qarlsson (AQ) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: ANNIKA QARLSSON

  
ID number: 

  196411225581



  
IP: 213.204.198.236






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 15:02:16.217015 UTC ±37 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      80.252.169.88

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The party Richard Gröttheim (RG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 15:03:10.492828 UTC ±37 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      80.252.169.88

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The signatory Richard Gröttheim (RG) changed the text in the text field “ID number” from 

  blank

 to 

  “195907230311”

.  

      


    

  



  

  

    		2023-04-14 15:03:19.131388 UTC ±37 ms

    		2023-04-14 14:04:31.924486 UTC

    		

      80.252.169.88

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The document was signed by Richard Gröttheim (RG) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Richard Åke Gröttheim

  
ID number: 

  195907230311



  
IP: 94.234.105.53






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 16:10:53.679086 UTC ±9 ms

    		2023-04-14 16:04:34.901681 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kjellasplund1@gmail.com was opened.

      


    

  



  

  

    		2023-04-14 16:10:55.945828 UTC ±9 ms

    		2023-04-14 16:04:34.901681 UTC

    		

      193.12.4.159

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Kjell Asplund (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 16:14:20.990099 UTC ±12 ms

    		2023-04-14 16:04:34.901681 UTC

    		

      193.12.4.159

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Kjell Asplund (KA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-14 16:15:56.772427 UTC ±14 ms

    		2023-04-14 16:04:34.901681 UTC

    		

      193.12.4.159

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Kjell Asplund (KA) changed the text in the text field “ID number” from 

  blank

 to 

  “194302218732”

.  

      


    

  



  

  

    		2023-04-14 16:17:09.451513 UTC ±15 ms

    		2023-04-14 16:04:34.901681 UTC

    		

      193.12.4.159

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Kjell Asplund (KA) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Kjell Asplund

  
ID number: 

  194302218732



  
IP: 193.12.4.159






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-14 19:09:15.249671 UTC ±18 ms

    		2023-04-14 19:04:43.379828 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-14 20:56:26.766884 UTC ±205 ms

    		2023-04-14 20:04:46.347146 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to stefan.bergh@rf.se was opened.

      


    

  



  

  

    		2023-04-14 21:44:56.697898 UTC ±159 ms

    		2023-04-14 21:04:49.479065 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-15 06:09:46.437557 UTC ±13 ms

    		2023-04-15 05:45:14.215094 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to stefan.bergh@rf.se was opened.

      


    

  



  

  

    		2023-04-15 07:54:16.595356 UTC ±3 ms

    		2023-04-15 07:50:30.244565 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ulrika.arehedkagstrom@cancerfonden.se was opened.

      


    

  



  

  

    		2023-04-16 04:40:24.606343 UTC ±63 ms

    		2023-04-16 03:51:20.342194 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to stefan.bergh@rf.se was opened.

      


    

  



  

  

    		2023-04-16 04:40:43.117202 UTC ±63 ms

    		2023-04-16 03:51:20.342194 UTC

    		

      188.151.193.101

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The party Stefan Bergh (SB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-16 04:41:25.837361 UTC ±64 ms

    		2023-04-16 03:51:20.342194 UTC

    		

      188.151.193.101

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Stefan Bergh (SB) changed the text in the text field “ID number” from 

  blank

 to 

  “196212138934”

.  

      


    

  



  

  

    		2023-04-16 04:41:38.490694 UTC ±64 ms

    		2023-04-16 03:51:20.342194 UTC

    		

      188.151.193.101

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Stefan Bergh (SB) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Per Erik Stefan Berg

  
ID number: 

  196212138934



  
IP: 188.151.193.101






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-16 04:46:00.874851 UTC ±70 ms

    		2023-04-16 03:51:20.342194 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to stefan.bergh@rf.se was opened.

      


    

  



  

  

    		2023-04-16 17:22:12.91491 UTC ±19 ms

    		2023-04-16 16:51:52.526368 UTC

    		

      176.10.254.167

      

        Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36 Edg/109.0.1518.95

      

    

    		

      

        The party Håkan Leifman (HL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-16 17:23:14.475504 UTC ±20 ms

    		2023-04-16 16:51:52.526368 UTC

    		

      176.10.254.167

      

        Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36 Edg/109.0.1518.95

      

    

    		

      

        The signatory Håkan Leifman (HL) changed the text in the text field “ID number” from 

  blank

 to 

  “196310205577”

.  

      


    

  



  

  

    		2023-04-16 17:23:43.281068 UTC ±20 ms

    		2023-04-16 16:51:52.526368 UTC

    		

      176.10.254.167

      

        Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/109.0.0.0 Safari/537.36 Edg/109.0.1518.95

      

    

    		

      

        The document was signed by Håkan Leifman (HL) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Håkan Olof Gunnar Leifman

  
ID number: 

  196310205577



  
IP: 217.213.74.131






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-17 07:40:20.371915 UTC ±30 ms

    		2023-04-17 06:52:32.487913 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to goran.hagglund@me.com was opened.

      


    

  



  

  

    		2023-04-17 18:41:07.037448 UTC ±37 ms

    		2023-04-17 17:52:52.794313 UTC

    		

      83.250.23.132

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The party Klas Kärre (KK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-17 18:42:03.11925 UTC ±38 ms

    		2023-04-17 17:52:52.794313 UTC

    		

      83.250.23.132

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The signatory Klas Kärre (KK) changed the text in the text field “ID number” from 

  blank

 to 

  “195401120414”

.  

      


    

  



  

  

    		2023-04-17 18:42:20.049724 UTC ±38 ms

    		2023-04-17 17:52:52.794313 UTC

    		

      83.250.23.132

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.39

      

    

    		

      

        The document was signed by Klas Kärre (KK) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Klas Kärre

  
ID number: 

  195401120414



  
IP: 83.250.23.132






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-19 16:04:22.783992 UTC ±10 ms

    		2023-04-19 15:54:50.424686 UTC

    		

      16.170.47.202

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Gail Dunberger (GD) at the request of the user Kicki Nordström (KN). The reminder message from the user Kicki Nordström (KN) was: 
 Hej Gail, påminner om signering av årsredovisningen.

Vänligen Kicki.

      


    

  



  

  

    		2023-04-19 16:04:33.638358 UTC ±10 ms

    		2023-04-19 15:54:50.424686 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gail Dunberger (GD) was delivered.

      


    

  



  

  

    		2023-04-19 16:47:23.924929 UTC ±43 ms

    		2023-04-19 15:54:50.424686 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gail.dunberger@mchs.se was opened.

      


    

  



  

  

    		2023-04-19 17:12:40.158641 UTC ±63 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to gail.dunberger@mchs.se was opened.

      


    

  



  

  

    		2023-04-19 17:12:45.261064 UTC ±63 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      78.78.19.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/112.0.5615.46 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Gail Dunberger (GD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-19 17:13:42.761657 UTC ±67 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      78.78.19.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/112.0.5615.46 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Gail Dunberger (GD) changed the text in the text field “ID number” from 

  blank

 to 

  “195509279369”

.  

      


    

  



  

  

    		2023-04-19 17:15:48.573079 UTC ±74 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      78.78.19.201

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/112.0.5615.46 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Gail Dunberger (GD) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Gail Christine Dunberger

  
ID number: 

  195509279369



  
IP: 78.78.19.201






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-19 17:15:48.573079 UTC ±74 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (fredrik.sjolander@kpmg.se) to Fredrik Sjölander (FS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-19 17:15:48.573079 UTC ±74 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (brith@bergendorf.se) to Brith Holm (BH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Här kommer Cancerfondens årsredovisning för din underskrift. Du identifierar dig med BankId. 

Hälsningar 
Kicki

      


    

  



  

  

    		2023-04-19 17:15:54.430248 UTC ±74 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Brith Holm (BH) was delivered.

      


    

  



  

  

    		2023-04-19 17:16:06.520688 UTC ±75 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Fredrik Sjölander (FS) was delivered.

      


    

  



  

  

    		2023-04-19 17:32:31.584974 UTC ±133 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-19 17:52:35.891617 UTC ±203 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-19 17:52:47.153452 UTC ±203 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      90.129.199.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-19 17:52:53.430316 UTC ±204 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      44.209.114.5

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-19 17:52:54.617591 UTC ±204 ms

    		2023-04-19 16:54:52.405457 UTC

    		

      18.215.122.126

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-19 18:09:40.747143 UTC ±15 ms

    		2023-04-19 17:54:55.286069 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-19 18:29:05.901713 UTC ±30 ms

    		2023-04-19 17:54:55.286069 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-19 19:31:02.849474 UTC ±29 ms

    		2023-04-19 18:54:58.079582 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to brith@bergendorf.se was opened.

      


    

  



  

  

    		2023-04-19 19:31:06.630634 UTC ±29 ms

    		2023-04-19 18:54:58.079582 UTC

    		

      217.213.147.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Brith Holm (BH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-19 19:32:27.16807 UTC ±30 ms

    		2023-04-19 18:54:58.079582 UTC

    		

      217.213.147.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Brith Holm (BH) changed the text in the text field “ID number” from 

  blank

 to 

  “195202273925”

.  

      


    

  



  

  

    		2023-04-19 19:32:40.065438 UTC ±30 ms

    		2023-04-19 18:54:58.079582 UTC

    		

      217.213.147.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Brith Holm (BH) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: Brith Holm

  
ID number: 

  195202273925



  
IP: 217.213.147.63






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-19 20:08:04.166973 UTC ±52 ms

    		2023-04-19 19:54:59.504871 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-20 06:43:47.630656 UTC ±167 ms

    		2023-04-20 05:55:30.884583 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-20 07:00:39.730044 UTC ±5 ms

    		2023-04-20 06:55:32.510989 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-20 08:45:31.739492 UTC ±172 ms

    		2023-04-20 07:55:34.694049 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-20 09:26:22.102412 UTC ±106 ms

    		2023-04-20 08:55:36.344865 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-20 11:46:02.423942 UTC ±41 ms

    		2023-04-20 10:55:40.510859 UTC

    		

      195.84.56.2

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-20 11:46:02.568659 UTC ±41 ms

    		2023-04-20 10:55:40.510859 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to fredrik.sjolander@kpmg.se was opened.

      


    

  



  

  

    		2023-04-20 11:46:05.191049 UTC ±41 ms

    		2023-04-20 10:55:40.510859 UTC

    		

      44.205.195.119

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-20 11:46:14.798116 UTC ±41 ms

    		2023-04-20 10:55:40.510859 UTC

    		

      35.168.173.242

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-20 11:46:27.102349 UTC ±41 ms

    		2023-04-20 10:55:40.510859 UTC

    		

      40.94.97.59

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-21 06:11:02.092038 UTC ±12 ms

    		2023-04-21 05:56:28.46935 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to brith@bergendorf.se was opened.

      


    

  



  

  

    		2023-04-21 07:43:50.134888 UTC ±31 ms

    		2023-04-21 06:56:30.467478 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to brith@bergendorf.se was opened.

      


    

  



  

  

    		2023-04-21 13:11:15.106061 UTC ±13 ms

    		2023-04-21 12:56:42.388133 UTC

    		

      195.84.56.2

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-21 13:11:22.980182 UTC ±13 ms

    		2023-04-21 12:56:42.388133 UTC

    		

      54.204.27.131

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-21 13:11:26.140365 UTC ±13 ms

    		2023-04-21 12:56:42.388133 UTC

    		

      3.226.187.139

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.48

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-21 15:57:19.20941 UTC ±0 ms

    		2023-04-21 15:56:48.655528 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to brith@bergendorf.se was opened.

      


    

  



  

  

    		2023-04-23 07:03:44.195089 UTC ±9 ms

    		2023-04-23 06:58:27.477014 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to brith@bergendorf.se was opened.

      


    

  



  

  

    		2023-04-27 12:22:26.986166 UTC ±22 ms

    		2023-04-27 12:02:41.25268 UTC

    		

      90.231.195.169

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.58

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-27 12:22:32.830969 UTC ±22 ms

    		2023-04-27 12:02:41.25268 UTC

    		

      3.222.91.72

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.58

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-27 12:22:34.490669 UTC ±22 ms

    		2023-04-27 12:02:41.25268 UTC

    		

      52.86.230.175

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.58

      

    

    		

      

        The party Fredrik Sjölander (FS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2023-04-27 12:23:13.202723 UTC ±23 ms

    		2023-04-27 12:02:41.25268 UTC

    		

      90.231.195.169

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.58

      

    

    		

      

        The signatory Fredrik Sjölander (FS) changed the text in the text field “ID number” from 

  blank

 to 

  “197010116619”

.  

      


    

  



  

  

    		2023-04-27 12:23:21.795693 UTC ±23 ms

    		2023-04-27 12:02:41.25268 UTC

    		

      90.231.195.169

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/112.0.0.0 Safari/537.36 Edg/112.0.1722.58

      

    

    		

      

        The document was signed by Fredrik Sjölander (FS) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Cancerfondens årsredovisning 2022" med transaktionsnummer 9222115557490857338.










Data returned from 

  CGI

:

  
Name: FREDRIK SJÖLANDER

  
ID number: 

  197010116619



  
IP: 90.231.195.169






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2023-04-27 12:23:21.795693 UTC ±23 ms

    		2023-04-27 12:02:41.25268 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
Fsta) - 1522 2






 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.36 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈93.438%

		|e| < 5 ms: ≈99.977%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-03-16 19:36:08.360183 UTC and 2023-04-27 12:02:41.25268 UTC:







  		Time collected

  		Clock offset







  

    		2023-03-16 19:36:08.360183

    		-1.4 ms

  





  

    		2023-03-16 20:36:11.543489

    		-1.9 ms

  





  

    		2023-03-16 21:36:14.813136

    		-1.1 ms

  





  

    		2023-03-16 22:36:18.098626

    		-2.2 ms

  





  

    		2023-03-16 23:36:21.168905

    		-1.0 ms

  





  

    		2023-03-17 00:36:24.357439

    		-1.5 ms

  





  

    		2023-03-17 01:36:27.019806

    		0.6 ms

  





  

    		2023-03-17 02:36:29.33902

    		-0.9 ms

  





  

    		2023-03-17 03:36:32.421213

    		-0.2 ms

  





  

    		2023-03-17 04:36:34.905312

    		-0.2 ms

  





  

    		2023-03-17 05:36:36.599162

    		-0.3 ms

  





  

    		2023-03-17 06:36:39.886263

    		1.1 ms

  





  

    		2023-03-17 07:36:43.312505

    		-0.2 ms

  





  

    		2023-03-17 08:36:46.727536

    		-0.3 ms

  





  

    		2023-03-17 09:36:48.499181

    		1.4 ms

  





  

    		2023-03-17 10:36:51.639079

    		0.2 ms

  





  

    		2023-03-17 11:36:54.947638

    		0.4 ms

  





  

    		2023-03-17 12:36:56.550715

    		-1.2 ms

  





  

    		2023-03-17 13:36:59.342851

    		0.4 ms

  





  

    		2023-03-17 14:37:00.75155

    		0.9 ms

  





  

    		2023-03-17 15:37:02.94352

    		1.1 ms

  





  

    		2023-03-17 16:37:08.278832

    		0.7 ms

  





  

    		2023-03-17 17:37:11.322082

    		-0.9 ms

  





  

    		2023-03-17 18:37:13.744484

    		0.5 ms

  





  

    		2023-03-17 19:37:16.749154

    		-1.0 ms

  





  

    		2023-03-17 20:37:20.055089

    		-0.6 ms

  





  

    		2023-03-17 21:37:23.413092

    		0.1 ms

  





  

    		2023-03-17 22:37:26.093764

    		-0.1 ms

  





  

    		2023-03-17 23:37:27.835172

    		-0.2 ms

  





  

    		2023-03-18 00:37:31.786128

    		0.2 ms

  





  

    		2023-03-18 01:37:35.019048

    		0.4 ms

  





  

    		2023-03-18 02:37:38.445872

    		-0.3 ms

  





  

    		2023-03-18 03:37:41.871257

    		-0.6 ms

  





  

    		2023-03-18 04:37:43.629954

    		-0.1 ms

  





  

    		2023-03-18 05:37:45.310035

    		0.0 ms

  





  

    		2023-03-18 06:37:48.286446

    		-0.4 ms

  





  

    		2023-03-18 07:37:50.23598

    		0.6 ms

  





  

    		2023-03-18 08:37:52.287732

    		-0.2 ms

  





  

    		2023-03-18 09:37:53.996846

    		0.9 ms

  





  

    		2023-03-18 10:37:55.52121

    		0.2 ms

  





  

    		2023-03-18 11:37:57.085829

    		3.2 ms

  





  

    		2023-03-18 12:37:59.106548

    		3.3 ms

  





  

    		2023-03-18 13:38:00.890741

    		1.3 ms

  





  

    		2023-03-18 14:38:03.45151

    		-0.8 ms

  





  

    		2023-03-18 15:38:06.29288

    		5.0 ms

  





  

    		2023-03-18 16:38:09.007454

    		0.9 ms

  





  

    		2023-03-18 17:38:12.728067

    		-2.9 ms

  





  

    		2023-03-18 18:38:15.336597

    		-1.0 ms

  





  

    		2023-03-18 19:38:18.415119

    		-0.7 ms

  





  

    		2023-03-18 20:38:21.371929

    		0.9 ms

  





  

    		2023-03-18 21:38:24.833187

    		1.0 ms

  





  

    		2023-03-18 22:38:27.854024

    		-5.4 ms

  





  

    		2023-03-18 23:38:30.967955

    		-3.6 ms

  





  

    		2023-03-19 00:38:33.408511

    		-0.3 ms

  





  

    		2023-03-19 01:38:37.069139

    		0.5 ms

  





  

    		2023-03-19 02:38:40.750757

    		-1.2 ms

  





  

    		2023-03-19 03:38:44.220766

    		-0.2 ms

  





  

    		2023-03-19 04:38:47.619627

    		1.4 ms

  





  

    		2023-03-19 05:38:50.712986

    		1.2 ms

  





  

    		2023-03-19 06:38:52.427839

    		0.9 ms

  





  

    		2023-03-19 07:38:54.152003

    		0.0 ms

  





  

    		2023-03-19 08:38:55.55288

    		0.8 ms

  





  

    		2023-03-19 09:38:56.955062

    		-0.2 ms

  





  

    		2023-03-19 10:38:59.622768

    		1.3 ms

  





  

    		2023-03-19 11:39:01.274294

    		-0.8 ms

  





  

    		2023-03-19 12:39:04.417697

    		-0.7 ms

  





  

    		2023-03-19 13:39:07.185717

    		0.1 ms

  





  

    		2023-03-19 14:39:08.682688

    		-0.3 ms

  





  

    		2023-03-19 15:39:10.705009

    		-0.9 ms

  





  

    		2023-03-19 16:39:12.49715

    		1.3 ms

  





  

    		2023-03-19 17:39:15.068357

    		0.1 ms

  





  

    		2023-03-19 18:39:17.44664

    		-2.6 ms

  





  

    		2023-03-19 19:39:20.509859

    		-0.7 ms

  





  

    		2023-03-19 20:39:22.011508

    		0.5 ms

  





  

    		2023-03-19 21:39:25.156996

    		0.0 ms

  





  

    		2023-03-19 22:39:28.692485

    		0.5 ms

  





  

    		2023-03-19 23:39:32.533997

    		0.5 ms

  





  

    		2023-03-20 00:39:36.051905

    		0.2 ms

  





  

    		2023-03-20 01:39:39.368241

    		0.4 ms

  





  

    		2023-03-20 02:39:42.138667

    		0.7 ms

  





  

    		2023-03-20 03:39:44.531454

    		0.1 ms

  





  

    		2023-03-20 04:39:48.459827

    		0.4 ms

  





  

    		2023-03-20 05:39:51.702922

    		-0.2 ms

  





  

    		2023-03-20 06:39:54.668266

    		0.7 ms

  





  

    		2023-03-20 07:39:56.612386

    		-0.5 ms

  





  

    		2023-03-20 08:39:58.054901

    		3.6 ms

  





  

    		2023-03-20 09:39:59.573528

    		4.6 ms

  





  

    		2023-03-20 10:40:01.04912

    		0.7 ms

  





  

    		2023-03-20 11:40:03.602802

    		0.7 ms

  





  

    		2023-03-20 12:40:05.585469

    		0.0 ms

  





  

    		2023-03-20 13:40:07.140133

    		0.9 ms

  





  

    		2023-03-20 14:40:08.616528

    		2.1 ms

  





  

    		2023-03-20 15:40:10.117709

    		-0.1 ms

  





  

    		2023-03-20 16:40:12.05064

    		0.8 ms

  





  

    		2023-03-20 17:40:13.523972

    		0.3 ms

  





  

    		2023-03-20 18:40:16.769424

    		-2.7 ms

  





  

    		2023-03-20 19:40:20.329203

    		-3.2 ms

  





  

    		2023-03-20 20:40:23.041542

    		-1.9 ms

  





  

    		2023-03-20 21:40:25.809805

    		-1.1 ms

  





  

    		2023-03-20 22:40:27.974205

    		-0.5 ms

  





  

    		2023-03-20 23:40:31.459129

    		-1.3 ms

  





  

    		2023-03-21 00:40:33.106082

    		-2.0 ms

  





  

    		2023-03-21 01:40:34.860736

    		-0.8 ms

  





  

    		2023-03-21 02:40:38.069693

    		-0.4 ms

  





  

    		2023-03-21 03:40:41.585748

    		-1.2 ms

  





  

    		2023-03-21 04:40:43.04864

    		0.4 ms

  





  

    		2023-03-21 05:40:44.707989

    		0.5 ms

  





  

    		2023-03-21 06:40:46.453288

    		-1.5 ms

  





  

    		2023-03-21 07:40:48.832641

    		-3.2 ms

  





  

    		2023-03-21 08:40:50.349347

    		-3.5 ms

  





  

    		2023-03-21 09:40:52.427374

    		-1.3 ms

  





  

    		2023-03-21 10:40:54.314129

    		-0.9 ms

  





  

    		2023-03-21 11:40:55.767504

    		2.2 ms

  





  

    		2023-03-21 12:40:57.311285

    		0.4 ms

  





  

    		2023-03-21 13:40:59.045505

    		0.7 ms

  





  

    		2023-03-21 14:41:00.579201

    		2.1 ms

  





  

    		2023-03-21 15:41:02.689863

    		1.6 ms

  





  

    		2023-03-21 16:41:05.070682

    		0.3 ms

  





  

    		2023-03-21 17:41:07.964443

    		0.6 ms

  





  

    		2023-03-21 18:41:09.668579

    		0.0 ms

  





  

    		2023-03-21 19:41:12.805891

    		-0.1 ms

  





  

    		2023-03-21 20:41:16.116928

    		0.4 ms

  





  

    		2023-03-21 21:41:19.298922

    		-0.1 ms

  





  

    		2023-03-21 22:41:22.440579

    		0.7 ms

  





  

    		2023-03-21 23:41:25.734519

    		0.3 ms

  





  

    		2023-03-22 00:41:28.554669

    		0.1 ms

  





  

    		2023-03-22 01:41:32.139023

    		-1.1 ms

  





  

    		2023-03-22 02:41:35.057556

    		-1.2 ms

  





  

    		2023-03-22 03:41:36.537187

    		-1.5 ms

  





  

    		2023-03-22 04:41:38.787336

    		-1.5 ms

  





  

    		2023-03-22 05:41:41.215248

    		-1.0 ms

  





  

    		2023-03-22 06:41:43.970469

    		-0.2 ms

  





  

    		2023-03-22 07:41:45.514499

    		-0.5 ms

  





  

    		2023-03-22 08:41:47.658767

    		1.2 ms

  





  

    		2023-03-22 09:41:49.277214

    		-0.7 ms

  





  

    		2023-03-22 10:41:50.619749

    		0.9 ms

  





  

    		2023-03-22 11:41:52.758047

    		-0.2 ms

  





  

    		2023-03-22 12:41:54.924807

    		-1.2 ms

  





  

    		2023-03-22 13:41:56.974542

    		0.1 ms

  





  

    		2023-03-22 14:41:58.967587

    		0.7 ms

  





  

    		2023-03-22 15:42:00.864802

    		0.2 ms

  





  

    		2023-03-22 16:42:03.684653

    		0.1 ms

  





  

    		2023-03-22 17:42:05.991471

    		1.3 ms

  





  

    		2023-03-22 18:42:09.644413

    		-0.2 ms

  





  

    		2023-03-22 19:42:12.243138

    		2.9 ms

  





  

    		2023-03-22 20:42:15.348905

    		1.9 ms

  





  

    		2023-03-22 21:42:18.024648

    		2.0 ms

  





  

    		2023-03-22 22:42:21.119543

    		-1.4 ms

  





  

    		2023-03-22 23:42:24.393288

    		0.3 ms

  





  

    		2023-03-23 00:42:27.987126

    		1.4 ms

  





  

    		2023-03-23 01:42:31.190839

    		-0.1 ms

  





  

    		2023-03-23 02:42:34.76612

    		0.7 ms

  





  

    		2023-03-23 03:42:36.329122

    		0.8 ms

  





  

    		2023-03-23 04:42:38.273577

    		0.4 ms

  





  

    		2023-03-23 05:42:41.471659

    		0.0 ms

  





  

    		2023-03-23 06:42:43.97034

    		0.1 ms

  





  

    		2023-03-23 07:42:47.553172

    		0.3 ms

  





  

    		2023-03-23 08:42:49.074891

    		0.3 ms

  





  

    		2023-03-23 09:42:50.923676

    		0.5 ms

  





  

    		2023-03-23 10:42:52.535128

    		-0.8 ms

  





  

    		2023-03-23 11:42:55.388876

    		-0.7 ms

  





  

    		2023-03-23 12:42:58.312037

    		0.0 ms

  





  

    		2023-03-23 13:43:00.140892

    		0.6 ms

  





  

    		2023-03-23 14:43:02.413475

    		0.3 ms

  





  

    		2023-03-23 15:43:03.972154

    		1.8 ms

  





  

    		2023-03-23 16:43:05.972219

    		1.5 ms

  





  

    		2023-03-23 17:43:07.535667

    		-0.2 ms

  





  

    		2023-03-23 18:43:09.401741

    		-1.3 ms

  





  

    		2023-03-23 19:43:11.300871

    		-2.8 ms

  





  

    		2023-03-23 20:43:14.667385

    		-2.9 ms

  





  

    		2023-03-23 21:43:17.811076

    		-0.9 ms

  





  

    		2023-03-23 22:43:20.426562

    		0.0 ms

  





  

    		2023-03-23 23:43:23.230713

    		0.7 ms

  





  

    		2023-03-24 00:43:26.773373

    		1.9 ms

  





  

    		2023-03-24 01:43:29.705214

    		-0.4 ms

  





  

    		2023-03-24 02:43:32.599701

    		-1.4 ms

  





  

    		2023-03-24 03:43:35.010031

    		-0.7 ms

  





  

    		2023-03-24 04:43:37.65401

    		-1.0 ms

  





  

    		2023-03-24 05:43:40.64711

    		-1.4 ms

  





  

    		2023-03-24 06:43:43.808427

    		-1.1 ms

  





  

    		2023-03-24 07:43:46.679077

    		-0.1 ms

  





  

    		2023-03-24 08:43:48.806379

    		0.2 ms

  





  

    		2023-03-24 09:43:50.309027

    		-0.8 ms

  





  

    		2023-03-24 10:43:52.157721

    		-0.7 ms

  





  

    		2023-03-24 11:43:55.553009

    		0.4 ms

  





  

    		2023-03-24 12:43:56.953288

    		0.3 ms

  





  

    		2023-03-24 13:43:58.463712

    		1.3 ms

  





  

    		2023-03-24 14:44:00.731287

    		-0.1 ms

  





  

    		2023-03-24 15:44:03.336759

    		-0.2 ms

  





  

    		2023-03-24 16:44:05.856074

    		-0.5 ms

  





  

    		2023-03-24 17:44:07.619294

    		0.2 ms

  





  

    		2023-03-24 18:44:10.225752

    		-0.2 ms

  





  

    		2023-03-24 19:44:13.40472

    		1.2 ms

  





  

    		2023-03-24 20:44:17.047939

    		1.2 ms

  





  

    		2023-03-24 21:44:20.629186

    		0.8 ms

  





  

    		2023-03-24 22:44:24.202911

    		1.3 ms

  





  

    		2023-03-24 23:44:27.757197

    		0.1 ms

  





  

    		2023-03-25 00:44:31.183423

    		-0.4 ms

  





  

    		2023-03-25 01:44:33.152743

    		0.4 ms

  





  

    		2023-03-25 02:44:34.838428

    		-0.4 ms

  





  

    		2023-03-25 03:44:38.44591

    		1.2 ms

  





  

    		2023-03-25 04:44:41.542934

    		-1.3 ms

  





  

    		2023-03-25 05:44:45.326236

    		-0.6 ms

  





  

    		2023-03-25 06:44:48.326649

    		-0.1 ms

  





  

    		2023-03-25 07:44:50.032167

    		0.6 ms

  





  

    		2023-03-25 08:44:51.633131

    		0.3 ms

  





  

    		2023-03-25 09:44:53.437475

    		1.0 ms

  





  

    		2023-03-25 10:44:55.551852

    		-0.9 ms

  





  

    		2023-03-25 11:44:57.294589

    		0.0 ms

  





  

    		2023-03-25 12:44:58.72993

    		-0.1 ms

  





  

    		2023-03-25 13:45:00.842946

    		1.0 ms

  





  

    		2023-03-25 14:45:03.855477

    		-0.7 ms

  





  

    		2023-03-25 15:45:06.371242

    		-0.4 ms

  





  

    		2023-03-25 16:45:09.166391

    		0.6 ms

  





  

    		2023-03-25 17:45:10.627531

    		-1.8 ms

  





  

    		2023-03-25 18:45:12.128685

    		0.6 ms

  





  

    		2023-03-25 19:45:14.040603

    		-0.2 ms

  





  

    		2023-03-25 20:45:16.006356

    		-0.8 ms

  





  

    		2023-03-25 21:45:17.478736

    		-0.4 ms

  





  

    		2023-03-25 22:45:19.587825

    		0.8 ms

  





  

    		2023-03-25 23:45:22.266262

    		1.2 ms

  





  

    		2023-03-26 00:45:24.640753

    		-0.5 ms

  





  

    		2023-03-26 01:45:27.714494

    		-0.4 ms

  





  

    		2023-03-26 02:45:30.59915

    		1.2 ms

  





  

    		2023-03-26 03:45:33.961224

    		2.4 ms

  





  

    		2023-03-26 04:45:37.102399

    		2.1 ms

  





  

    		2023-03-26 05:45:39.775537

    		1.5 ms

  





  

    		2023-03-26 06:45:42.648765

    		0.8 ms

  





  

    		2023-03-26 07:45:46.66588

    		-1.4 ms

  





  

    		2023-03-26 08:45:49.484512

    		-0.5 ms

  





  

    		2023-03-26 09:45:51.489289

    		-0.4 ms

  





  

    		2023-03-26 10:45:52.90026

    		1.4 ms

  





  

    		2023-03-26 11:45:55.563736

    		0.2 ms

  





  

    		2023-03-26 12:45:58.787136

    		-0.7 ms

  





  

    		2023-03-26 13:46:02.242419

    		-0.4 ms

  





  

    		2023-03-26 14:46:06.300317

    		-0.6 ms

  





  

    		2023-03-26 15:46:08.363678

    		-1.3 ms

  





  

    		2023-03-26 16:46:10.072008

    		-1.7 ms

  





  

    		2023-03-26 17:46:13.464428

    		-0.9 ms

  





  

    		2023-03-26 18:46:16.502829

    		-2.4 ms

  





  

    		2023-03-26 19:46:19.679692

    		-0.3 ms

  





  

    		2023-03-26 20:46:22.402344

    		0.1 ms

  





  

    		2023-03-26 21:46:24.87135

    		1.3 ms

  





  

    		2023-03-26 22:46:27.871254

    		1.7 ms

  





  

    		2023-03-26 23:46:31.035785

    		1.7 ms

  





  

    		2023-03-27 00:46:33.772154

    		1.1 ms

  





  

    		2023-03-27 01:46:36.735641

    		0.0 ms

  





  

    		2023-03-27 02:46:39.552274

    		-0.5 ms

  





  

    		2023-03-27 03:46:42.264459

    		-1.5 ms

  





  

    		2023-03-27 04:46:43.96923

    		-1.1 ms

  





  

    		2023-03-27 05:46:46.718574

    		-0.8 ms

  





  

    		2023-03-27 06:46:50.638169

    		-1.3 ms

  





  

    		2023-03-27 07:46:52.156164

    		-1.3 ms

  





  

    		2023-03-27 08:46:53.749605

    		1.0 ms

  





  

    		2023-03-27 09:46:56.446668

    		-0.4 ms

  





  

    		2023-03-27 10:46:58.683583

    		0.0 ms

  





  

    		2023-03-27 11:47:00.340195

    		0.3 ms

  





  

    		2023-03-27 12:47:02.02

    		-1.5 ms

  





  

    		2023-03-27 13:47:03.464775

    		-0.4 ms

  





  

    		2023-03-27 14:47:05.657088

    		1.2 ms

  





  

    		2023-03-27 15:47:07.48018

    		1.7 ms

  





  

    		2023-03-27 16:47:08.889778

    		0.1 ms

  





  

    		2023-03-27 17:47:10.23122

    		0.4 ms

  





  

    		2023-03-27 18:47:11.962493

    		0.2 ms

  





  

    		2023-03-27 19:47:13.48129

    		0.6 ms

  





  

    		2023-03-27 20:47:15.546234

    		-0.2 ms

  





  

    		2023-03-27 21:47:17.922293

    		-1.2 ms

  





  

    		2023-03-27 22:47:20.811682

    		0.1 ms

  





  

    		2023-03-27 23:47:23.379089

    		0.8 ms

  





  

    		2023-03-28 00:47:25.650242

    		-1.4 ms

  





  

    		2023-03-28 01:47:27.53048

    		0.4 ms

  





  

    		2023-03-28 02:47:30.159584

    		-0.3 ms

  





  

    		2023-03-28 03:47:32.809932

    		0.3 ms

  





  

    		2023-03-28 04:47:35.864398

    		0.4 ms

  





  

    		2023-03-28 05:47:37.330196

    		3.8 ms

  





  

    		2023-03-28 06:47:40.819226

    		3.2 ms

  





  

    		2023-03-28 07:47:42.147339

    		-0.6 ms

  





  

    		2023-03-28 08:47:44.007651

    		0.5 ms

  





  

    		2023-03-28 09:47:45.713061

    		24.5 ms

  





  

    		2023-03-28 10:47:47.264051

    		-5.1 ms

  





  

    		2023-03-28 11:47:48.60797

    		-8.5 ms

  





  

    		2023-03-28 12:47:50.101931

    		-31.5 ms

  





  

    		2023-03-28 13:47:53.237636

    		4.4 ms

  





  

    		2023-03-28 14:47:54.835297

    		-1.0 ms

  





  

    		2023-03-28 15:47:58.440782

    		-2.7 ms

  





  

    		2023-03-28 16:48:00.869656

    		0.1 ms

  





  

    		2023-03-28 17:48:02.267469

    		3.3 ms

  





  

    		2023-03-28 18:48:03.951901

    		3.8 ms

  





  

    		2023-03-28 19:48:06.752605

    		2.4 ms

  





  

    		2023-03-28 20:48:08.381025

    		-3.0 ms

  





  

    		2023-03-28 21:48:10.23817

    		-0.6 ms

  





  

    		2023-03-28 22:48:13.765661

    		0.0 ms

  





  

    		2023-03-28 23:48:17.111965

    		2.4 ms

  





  

    		2023-03-29 00:48:20.036782

    		2.9 ms

  





  

    		2023-03-29 01:48:23.685826

    		-0.8 ms

  





  

    		2023-03-29 02:48:26.771429

    		-4.1 ms

  





  

    		2023-03-29 03:48:30.009024

    		1.4 ms

  





  

    		2023-03-29 04:48:33.115259

    		0.9 ms

  





  

    		2023-03-29 05:48:36.179301

    		1.1 ms

  





  

    		2023-03-29 06:48:37.997674

    		-1.0 ms

  





  

    		2023-03-29 07:48:40.142118

    		1.5 ms

  





  

    		2023-03-29 08:48:41.74983

    		-2.6 ms

  





  

    		2023-03-29 09:48:43.242795

    		-1.4 ms

  





  

    		2023-03-29 10:48:45.192847

    		1.7 ms

  





  

    		2023-03-29 11:48:47.237898

    		0.5 ms

  





  

    		2023-03-29 12:48:49.07604

    		0.8 ms

  





  

    		2023-03-29 13:48:50.621241

    		3.0 ms

  





  

    		2023-03-29 14:48:52.146428

    		0.3 ms

  





  

    		2023-03-29 15:48:53.568106

    		0.4 ms

  





  

    		2023-03-29 16:48:55.027664

    		-1.5 ms

  





  

    		2023-03-29 17:48:56.567047

    		-2.4 ms

  





  

    		2023-03-29 18:48:58.544457

    		-0.9 ms

  





  

    		2023-03-29 19:49:01.577164

    		-0.9 ms

  





  

    		2023-03-29 20:49:04.662138

    		-1.1 ms

  





  

    		2023-03-29 21:49:07.725296

    		0.0 ms

  





  

    		2023-03-29 22:49:10.521192

    		-0.1 ms

  





  

    		2023-03-29 23:49:13.520903

    		-0.9 ms

  





  

    		2023-03-30 00:49:15.859771

    		-2.3 ms

  





  

    		2023-03-30 01:49:19.078881

    		-1.1 ms

  





  

    		2023-03-30 02:49:21.947796

    		-1.2 ms

  





  

    		2023-03-30 03:49:24.855185

    		0.0 ms

  





  

    		2023-03-30 04:49:26.382404

    		-0.6 ms

  





  

    		2023-03-30 05:49:28.542559

    		-0.7 ms

  





  

    		2023-03-30 06:49:30.796677

    		-0.5 ms

  





  

    		2023-03-30 07:49:32.343819

    		-1.5 ms

  





  

    		2023-03-30 08:49:33.780236

    		-0.4 ms

  





  

    		2023-03-30 09:49:35.369554

    		1.7 ms

  





  

    		2023-03-30 10:49:36.866733

    		0.0 ms

  





  

    		2023-03-30 11:49:38.502316

    		2.1 ms

  





  

    		2023-03-30 12:49:40.457087

    		1.4 ms

  





  

    		2023-03-30 13:49:42.093625

    		0.9 ms

  





  

    		2023-03-30 14:49:44.109144

    		1.7 ms

  





  

    		2023-03-30 15:49:46.119951

    		1.3 ms

  





  

    		2023-03-30 16:49:47.699878

    		2.0 ms

  





  

    		2023-03-30 17:49:49.8857

    		-0.5 ms

  





  

    		2023-03-30 18:49:52.510816

    		-0.5 ms

  





  

    		2023-03-30 19:49:55.369408

    		-0.7 ms

  





  

    		2023-03-30 20:49:57.026721

    		0.4 ms

  





  

    		2023-03-30 21:50:00.312813

    		-0.8 ms

  





  

    		2023-03-30 22:50:01.729179

    		0.1 ms

  





  

    		2023-03-30 23:50:05.095386

    		-0.5 ms

  





  

    		2023-03-31 00:50:08.054561

    		-0.6 ms

  





  

    		2023-03-31 01:50:11.127097

    		-1.0 ms

  





  

    		2023-03-31 02:50:14.646802

    		-0.4 ms

  





  

    		2023-03-31 03:50:17.735554

    		-0.5 ms

  





  

    		2023-03-31 04:50:19.44654

    		0.2 ms

  





  

    		2023-03-31 05:50:22.652669

    		0.9 ms

  





  

    		2023-03-31 06:50:24.40998

    		0.6 ms

  





  

    		2023-03-31 07:50:28.670947

    		0.4 ms

  





  

    		2023-03-31 08:50:30.259531

    		0.2 ms

  





  

    		2023-03-31 09:50:31.656114

    		0.5 ms

  





  

    		2023-03-31 10:50:35.316384

    		-0.3 ms

  





  

    		2023-03-31 11:50:37.653204

    		0.3 ms

  





  

    		2023-03-31 12:50:39.08389

    		1.0 ms

  





  

    		2023-03-31 13:50:40.479179

    		-0.3 ms

  





  

    		2023-03-31 14:50:42.773094

    		0.1 ms

  





  

    		2023-03-31 15:50:45.083953

    		0.4 ms

  





  

    		2023-03-31 16:50:48.355994

    		0.0 ms

  





  

    		2023-03-31 17:50:51.835668

    		0.2 ms

  





  

    		2023-03-31 18:50:55.011398

    		-2.9 ms

  





  

    		2023-03-31 19:50:56.362821

    		-0.9 ms

  





  

    		2023-03-31 20:51:00.10237

    		-0.6 ms

  





  

    		2023-03-31 21:51:02.329095

    		-2.1 ms

  





  

    		2023-03-31 22:51:04.323629

    		-0.4 ms

  





  

    		2023-03-31 23:51:05.992322

    		-2.1 ms

  





  

    		2023-04-01 00:51:08.849369

    		-0.3 ms

  





  

    		2023-04-01 01:51:12.351572

    		-1.6 ms

  





  

    		2023-04-01 02:51:15.244356

    		-0.8 ms

  





  

    		2023-04-01 03:51:16.683954

    		-1.2 ms

  





  

    		2023-04-01 04:51:18.774346

    		-0.8 ms

  





  

    		2023-04-01 05:51:20.611964

    		1.3 ms

  





  

    		2023-04-01 06:51:23.57336

    		0.8 ms

  





  

    		2023-04-01 07:51:25.535183

    		1.8 ms

  





  

    		2023-04-01 08:51:27.280115

    		1.3 ms

  





  

    		2023-04-01 09:51:28.787844

    		-0.2 ms

  





  

    		2023-04-01 10:51:30.601823

    		0.1 ms

  





  

    		2023-04-01 11:51:32.030087

    		-0.4 ms

  





  

    		2023-04-01 12:51:33.988428

    		1.6 ms

  





  

    		2023-04-01 13:51:35.783644

    		-0.4 ms

  





  

    		2023-04-01 14:51:39.979407

    		-0.7 ms

  





  

    		2023-04-01 15:51:43.064293

    		-0.5 ms

  





  

    		2023-04-01 16:51:46.574174

    		0.4 ms

  





  

    		2023-04-01 17:51:49.568253

    		-0.7 ms

  





  

    		2023-04-01 18:51:53.135618

    		-1.4 ms

  





  

    		2023-04-01 19:51:55.058197

    		1.1 ms

  





  

    		2023-04-01 20:51:56.616327

    		-1.9 ms

  





  

    		2023-04-01 21:51:58.817241

    		2.0 ms

  





  

    		2023-04-01 22:52:00.277737

    		-0.2 ms

  





  

    		2023-04-01 23:52:03.487389

    		-0.3 ms

  





  

    		2023-04-02 00:52:06.866796

    		-0.2 ms

  





  

    		2023-04-02 01:52:09.848932

    		-0.3 ms

  





  

    		2023-04-02 02:52:12.675908

    		-1.9 ms

  





  

    		2023-04-02 03:52:14.072396

    		-0.1 ms

  





  

    		2023-04-02 04:52:16.01047

    		-1.5 ms

  





  

    		2023-04-02 05:52:17.49748

    		-2.1 ms

  





  

    		2023-04-02 06:52:20.514626

    		-0.2 ms

  





  

    		2023-04-02 07:52:22.516716

    		0.8 ms

  





  

    		2023-04-02 08:52:24.029875

    		0.8 ms

  





  

    		2023-04-02 09:52:27.459066

    		0.4 ms

  





  

    		2023-04-02 10:52:28.911351

    		0.9 ms

  





  

    		2023-04-02 11:52:30.555065

    		0.3 ms

  





  

    		2023-04-02 12:52:31.953831

    		0.8 ms

  





  

    		2023-04-02 13:52:33.979168

    		0.2 ms

  





  

    		2023-04-02 14:52:35.851986

    		0.4 ms

  





  

    		2023-04-02 15:52:38.205536

    		1.6 ms

  





  

    		2023-04-02 16:52:40.981429

    		1.0 ms

  





  

    		2023-04-02 17:52:43.019123

    		0.9 ms

  





  

    		2023-04-02 18:52:44.681749

    		0.7 ms

  





  

    		2023-04-02 19:52:46.207983

    		0.1 ms

  





  

    		2023-04-02 20:52:49.98712

    		-0.9 ms

  





  

    		2023-04-02 21:52:53.211696

    		-0.2 ms

  





  

    		2023-04-02 22:52:56.00642

    		-0.2 ms

  





  

    		2023-04-02 23:52:57.978773

    		-1.1 ms

  





  

    		2023-04-03 00:52:59.361032

    		-0.4 ms

  





  

    		2023-04-03 01:53:01.204779

    		-1.5 ms

  





  

    		2023-04-03 02:53:03.362734

    		-1.4 ms

  





  

    		2023-04-03 03:53:04.95085

    		-0.2 ms

  





  

    		2023-04-03 04:53:07.232844

    		-0.7 ms

  





  

    		2023-04-03 05:53:09.0678

    		1.0 ms

  





  

    		2023-04-03 06:53:10.677794

    		1.1 ms

  





  

    		2023-04-03 07:53:13.23667

    		0.5 ms

  





  

    		2023-04-03 08:53:14.763252

    		0.1 ms

  





  

    		2023-04-03 09:53:17.41572

    		-0.4 ms

  





  

    		2023-04-03 10:53:19.362131

    		1.1 ms

  





  

    		2023-04-03 11:53:20.798277

    		0.0 ms

  





  

    		2023-04-03 12:53:23.265932

    		0.5 ms

  





  

    		2023-04-03 13:53:25.060794

    		1.5 ms

  





  

    		2023-04-03 14:53:26.664868

    		0.3 ms

  





  

    		2023-04-03 15:53:28.64723

    		1.6 ms

  





  

    		2023-04-03 16:53:32.050126

    		1.9 ms

  





  

    		2023-04-03 17:53:34.869943

    		2.3 ms

  





  

    		2023-04-03 18:53:37.841462

    		-11.0 ms

  





  

    		2023-04-03 19:53:40.710356

    		-0.3 ms

  





  

    		2023-04-03 20:53:43.96358

    		-0.9 ms

  





  

    		2023-04-03 21:53:47.06432

    		0.2 ms

  





  

    		2023-04-03 22:53:49.798491

    		1.6 ms

  





  

    		2023-04-03 23:53:52.130613

    		13.3 ms

  





  

    		2023-04-04 00:53:55.21899

    		0.5 ms

  





  

    		2023-04-04 01:53:56.852678

    		7.9 ms

  





  

    		2023-04-04 02:53:58.715589

    		-7.4 ms

  





  

    		2023-04-04 03:54:00.200283

    		-5.5 ms

  





  

    		2023-04-04 04:54:01.912092

    		-0.7 ms

  





  

    		2023-04-04 05:54:05.009435

    		-11.6 ms

  





  

    		2023-04-04 06:54:06.698052

    		0.4 ms

  





  

    		2023-04-04 07:54:09.110304

    		-16.9 ms

  





  

    		2023-04-04 08:54:10.67647

    		1.1 ms

  





  

    		2023-04-04 09:54:12.474001

    		0.7 ms

  





  

    		2023-04-04 10:54:14.245805

    		-2.1 ms

  





  

    		2023-04-04 11:54:15.779554

    		0.2 ms

  





  

    		2023-04-04 12:54:18.228769

    		-0.5 ms

  





  

    		2023-04-04 13:54:20.261299

    		1.1 ms

  





  

    		2023-04-04 14:54:22.403258

    		0.0 ms

  





  

    		2023-04-04 15:54:24.047294

    		1.8 ms

  





  

    		2023-04-04 16:54:27.000864

    		11.8 ms

  





  

    		2023-04-04 17:54:29.343921

    		13.1 ms

  





  

    		2023-04-04 18:54:32.432615

    		5.1 ms

  





  

    		2023-04-04 19:54:34.633958

    		1.1 ms

  





  

    		2023-04-04 20:54:36.458594

    		-1.0 ms

  





  

    		2023-04-04 21:54:39.004516

    		-1.3 ms

  





  

    		2023-04-04 22:54:42.064706

    		-2.8 ms

  





  

    		2023-04-04 23:54:45.279536

    		-0.7 ms

  





  

    		2023-04-05 00:54:48.13642

    		-0.4 ms

  





  

    		2023-04-05 01:54:50.895727

    		-0.3 ms

  





  

    		2023-04-05 02:54:53.860062

    		-2.4 ms

  





  

    		2023-04-05 03:54:57.856828

    		1.3 ms

  





  

    		2023-04-05 04:55:00.943915

    		-0.7 ms

  





  

    		2023-04-05 05:55:03.86929

    		-0.5 ms

  





  

    		2023-04-05 06:55:05.839262

    		4.1 ms

  





  

    		2023-04-05 07:55:07.467653

    		-6.9 ms

  





  

    		2023-04-05 08:55:09.841851

    		1.1 ms

  





  

    		2023-04-05 09:55:11.677834

    		1.2 ms

  





  

    		2023-04-05 10:55:13.67596

    		1.5 ms

  





  

    		2023-04-05 11:55:15.285795

    		-6.5 ms

  





  

    		2023-04-05 12:55:17.741854

    		-2.3 ms

  





  

    		2023-04-05 13:55:20.238977

    		1.1 ms

  





  

    		2023-04-05 14:55:21.673419

    		-0.6 ms

  





  

    		2023-04-05 15:55:23.636027

    		-1.2 ms

  





  

    		2023-04-05 16:55:26.373652

    		-2.0 ms

  





  

    		2023-04-05 17:55:28.078285

    		0.2 ms

  





  

    		2023-04-05 18:55:29.640799

    		-3.0 ms

  





  

    		2023-04-05 19:55:32.850492

    		-1.9 ms

  





  

    		2023-04-05 20:55:36.338772

    		-1.5 ms

  





  

    		2023-04-05 21:55:39.778738

    		2.2 ms

  





  

    		2023-04-05 22:55:42.588841

    		-0.7 ms

  





  

    		2023-04-05 23:55:46.117032

    		-1.4 ms

  





  

    		2023-04-06 00:55:49.549348

    		-2.7 ms

  





  

    		2023-04-06 01:55:52.652855

    		-1.6 ms

  





  

    		2023-04-06 02:55:56.478074

    		-0.8 ms

  





  

    		2023-04-06 03:55:59.681425

    		-1.4 ms

  





  

    		2023-04-06 04:56:01.428073

    		-1.1 ms

  





  

    		2023-04-06 05:56:03.436502

    		0.5 ms

  





  

    		2023-04-06 06:56:06.515282

    		2.0 ms

  





  

    		2023-04-06 07:56:09.532652

    		3.4 ms

  





  

    		2023-04-06 08:56:12.859969

    		-23.5 ms

  





  

    		2023-04-06 09:56:14.906976

    		0.2 ms

  





  

    		2023-04-06 10:56:16.741507

    		1.3 ms

  





  

    		2023-04-06 11:56:18.402385

    		0.3 ms

  





  

    		2023-04-06 12:56:20.402031

    		-5.7 ms

  





  

    		2023-04-06 13:56:22.561964

    		1.8 ms

  





  

    		2023-04-06 14:56:24.404193

    		-0.3 ms

  





  

    		2023-04-06 15:56:25.783783

    		-1.0 ms

  





  

    		2023-04-06 16:56:27.545395

    		1.0 ms

  





  

    		2023-04-06 17:56:29.008529

    		2.0 ms

  





  

    		2023-04-06 18:56:31.429415

    		1.1 ms

  





  

    		2023-04-06 19:56:34.462263

    		0.8 ms

  





  

    		2023-04-06 20:56:37.569067

    		0.4 ms

  





  

    		2023-04-06 21:56:41.121148

    		-1.9 ms

  





  

    		2023-04-06 22:56:44.466487

    		-3.2 ms

  





  

    		2023-04-06 23:56:48.105339

    		-3.6 ms

  





  

    		2023-04-07 00:56:50.894419

    		-3.7 ms

  





  

    		2023-04-07 01:56:53.794413

    		-3.0 ms

  





  

    		2023-04-07 02:56:56.908691

    		-0.8 ms

  





  

    		2023-04-07 03:56:59.695865

    		0.0 ms

  





  

    		2023-04-07 04:57:02.371232

    		-0.5 ms

  





  

    		2023-04-07 05:57:05.317173

    		0.1 ms

  





  

    		2023-04-07 06:57:08.305757

    		0.5 ms

  





  

    		2023-04-07 07:57:11.33675

    		0.3 ms

  





  

    		2023-04-07 08:57:14.327492

    		-0.4 ms

  





  

    		2023-04-07 09:57:17.553612

    		1.9 ms

  





  

    		2023-04-07 10:57:20.467493

    		2.6 ms

  





  

    		2023-04-07 11:57:23.506186

    		1.5 ms

  





  

    		2023-04-07 12:57:25.644652

    		0.7 ms

  





  

    		2023-04-07 13:57:28.533543

    		0.6 ms

  





  

    		2023-04-07 14:57:31.744982

    		-0.1 ms

  





  

    		2023-04-07 15:57:34.411584

    		0.1 ms

  





  

    		2023-04-07 16:57:36.626577

    		-3.0 ms

  





  

    		2023-04-07 17:57:40.435505

    		-0.8 ms

  





  

    		2023-04-07 18:57:44.14847

    		1.2 ms

  





  

    		2023-04-07 19:57:47.231613

    		0.8 ms

  





  

    		2023-04-07 20:57:49.999449

    		0.1 ms

  





  

    		2023-04-07 21:57:53.540783

    		-1.1 ms

  





  

    		2023-04-07 22:57:56.875217

    		-1.5 ms

  





  

    		2023-04-07 23:57:59.320981

    		0.2 ms

  





  

    		2023-04-08 00:58:01.961532

    		-0.1 ms

  





  

    		2023-04-08 01:58:03.93714

    		-3.2 ms

  





  

    		2023-04-08 02:58:06.923838

    		-1.3 ms

  





  

    		2023-04-08 03:58:09.68659

    		1.2 ms

  





  

    		2023-04-08 04:58:12.981836

    		1.7 ms

  





  

    		2023-04-08 05:58:15.875832

    		-0.9 ms

  





  

    		2023-04-08 06:58:19.228958

    		0.4 ms

  





  

    		2023-04-08 07:58:21.952672

    		1.4 ms

  





  

    		2023-04-08 08:58:25.371756

    		1.7 ms

  





  

    		2023-04-08 09:58:28.483019

    		0.6 ms

  





  

    		2023-04-08 10:58:30.781892

    		0.6 ms

  





  

    		2023-04-08 11:58:33.903897

    		1.1 ms

  





  

    		2023-04-08 12:58:35.352992

    		-0.4 ms

  





  

    		2023-04-08 13:58:37.261186

    		0.3 ms

  





  

    		2023-04-08 14:58:39.046738

    		-0.6 ms

  





  

    		2023-04-08 15:58:40.630791

    		-1.3 ms

  





  

    		2023-04-08 16:58:43.336963

    		0.0 ms

  





  

    		2023-04-08 17:58:44.955216

    		0.3 ms

  





  

    		2023-04-08 18:58:46.897562

    		0.4 ms

  





  

    		2023-04-08 19:58:50.032766

    		-0.2 ms

  





  

    		2023-04-08 20:58:52.893802

    		0.1 ms

  





  

    		2023-04-08 21:58:55.9942

    		-0.2 ms

  





  

    		2023-04-08 22:58:58.79454

    		-0.4 ms

  





  

    		2023-04-08 23:59:01.649397

    		0.5 ms

  





  

    		2023-04-09 00:59:04.702008

    		-0.6 ms

  





  

    		2023-04-09 01:59:08.074465

    		1.1 ms

  





  

    		2023-04-09 02:59:11.697513

    		0.8 ms

  





  

    		2023-04-09 03:59:14.916192

    		-0.9 ms

  





  

    		2023-04-09 04:59:17.591269

    		-0.1 ms

  





  

    		2023-04-09 05:59:20.910266

    		0.7 ms

  





  

    		2023-04-09 06:59:23.975488

    		1.2 ms

  





  

    		2023-04-09 07:59:27.491471

    		1.3 ms

  





  

    		2023-04-09 08:59:28.940324

    		1.2 ms

  





  

    		2023-04-09 09:59:31.129893

    		0.1 ms

  





  

    		2023-04-09 10:59:34.515722

    		3.1 ms

  





  

    		2023-04-09 11:59:37.200878

    		2.5 ms

  





  

    		2023-04-09 12:59:40.126996

    		0.0 ms

  





  

    		2023-04-09 13:59:43.031875

    		-0.2 ms

  





  

    		2023-04-09 14:59:46.161744

    		0.8 ms

  





  

    		2023-04-09 15:59:47.598992

    		0.3 ms

  





  

    		2023-04-09 16:59:49.269785

    		1.7 ms

  





  

    		2023-04-09 17:59:51.10599

    		0.5 ms

  





  

    		2023-04-09 18:59:52.899421

    		0.3 ms

  





  

    		2023-04-09 19:59:55.727606

    		0.5 ms

  





  

    		2023-04-09 20:59:59.632503

    		-2.1 ms

  





  

    		2023-04-09 22:00:02.878598

    		-1.1 ms

  





  

    		2023-04-09 23:00:05.398588

    		-0.7 ms

  





  

    		2023-04-10 00:00:06.907806

    		0.4 ms

  





  

    		2023-04-10 01:00:08.396561

    		0.4 ms

  





  

    		2023-04-10 02:00:10.579229

    		1.1 ms

  





  

    		2023-04-10 03:00:13.102548

    		0.3 ms

  





  

    		2023-04-10 04:00:14.635482

    		-0.2 ms

  





  

    		2023-04-10 05:00:17.305767

    		-0.1 ms

  





  

    		2023-04-10 06:00:19.355699

    		-0.7 ms

  





  

    		2023-04-10 07:00:21.511169

    		-0.2 ms

  





  

    		2023-04-10 08:00:24.755173

    		-0.1 ms

  





  

    		2023-04-10 09:00:27.680199

    		0.1 ms

  





  

    		2023-04-10 10:00:30.234026

    		1.2 ms

  





  

    		2023-04-10 11:00:31.919191

    		-0.2 ms

  





  

    		2023-04-10 12:00:33.56266

    		0.2 ms

  





  

    		2023-04-10 13:00:36.549945

    		0.9 ms

  





  

    		2023-04-10 14:00:38.738892

    		0.1 ms

  





  

    		2023-04-10 15:00:40.723488

    		0.8 ms

  





  

    		2023-04-10 16:00:44.160544

    		-1.2 ms

  





  

    		2023-04-10 17:00:45.752706

    		0.0 ms

  





  

    		2023-04-10 18:00:47.406291

    		0.2 ms

  





  

    		2023-04-10 19:00:49.96952

    		-0.8 ms

  





  

    		2023-04-10 20:00:53.87316

    		0.0 ms

  





  

    		2023-04-10 21:00:55.368098

    		0.0 ms

  





  

    		2023-04-10 22:00:56.936674

    		0.8 ms

  





  

    		2023-04-10 23:00:59.443922

    		-0.5 ms

  





  

    		2023-04-11 00:01:01.695771

    		-1.1 ms

  





  

    		2023-04-11 01:01:05.638877

    		-8.1 ms

  





  

    		2023-04-11 02:01:08.216229

    		-2.2 ms

  





  

    		2023-04-11 03:01:09.809959

    		-7.2 ms

  





  

    		2023-04-11 04:01:13.51438

    		-7.0 ms

  





  

    		2023-04-11 05:01:16.623704

    		-0.9 ms

  





  

    		2023-04-11 06:01:18.300688

    		0.0 ms

  





  

    		2023-04-11 07:01:20.639172

    		0.9 ms

  





  

    		2023-04-11 08:01:22.129525

    		3.7 ms

  





  

    		2023-04-11 09:01:23.752069

    		0.7 ms

  





  

    		2023-04-11 10:01:25.644432

    		0.1 ms

  





  

    		2023-04-11 11:01:27.174979

    		1.2 ms

  





  

    		2023-04-11 12:01:28.817817

    		0.1 ms

  





  

    		2023-04-11 13:01:30.784351

    		1.6 ms

  





  

    		2023-04-11 14:01:32.351396

    		0.5 ms

  





  

    		2023-04-11 15:01:34.64683

    		-0.4 ms

  





  

    		2023-04-11 16:01:37.675126

    		0.9 ms

  





  

    		2023-04-11 17:01:39.157197

    		1.8 ms

  





  

    		2023-04-11 18:01:42.108057

    		1.4 ms

  





  

    		2023-04-11 19:01:43.657856

    		0.6 ms

  





  

    		2023-04-11 20:01:45.401415

    		-0.9 ms

  





  

    		2023-04-11 21:01:48.389615

    		-1.8 ms

  





  

    		2023-04-11 22:01:51.712424

    		-1.9 ms

  





  

    		2023-04-11 23:01:55.45895

    		-1.8 ms

  





  

    		2023-04-12 00:01:59.290508

    		-1.2 ms

  





  

    		2023-04-12 01:02:01.443462

    		-0.1 ms

  





  

    		2023-04-12 02:02:04.32421

    		0.7 ms

  





  

    		2023-04-12 03:02:07.357289

    		0.4 ms

  





  

    		2023-04-12 04:02:09.552404

    		0.6 ms

  





  

    		2023-04-12 05:02:11.960698

    		0.1 ms

  





  

    		2023-04-12 06:02:13.81633

    		-0.6 ms

  





  

    		2023-04-12 07:02:16.449069

    		0.5 ms

  





  

    		2023-04-12 08:02:18.840017

    		1.5 ms

  





  

    		2023-04-12 09:02:20.755862

    		0.5 ms

  





  

    		2023-04-12 10:02:22.261366

    		-0.2 ms

  





  

    		2023-04-12 11:02:24.25328

    		-0.9 ms

  





  

    		2023-04-12 12:02:25.849443

    		-0.1 ms

  





  

    		2023-04-12 13:02:27.45218

    		1.4 ms

  





  

    		2023-04-12 14:02:29.10877

    		2.6 ms

  





  

    		2023-04-12 15:02:30.783095

    		2.0 ms

  





  

    		2023-04-12 16:02:33.031322

    		0.6 ms

  





  

    		2023-04-12 17:02:35.98166

    		0.5 ms

  





  

    		2023-04-12 18:02:37.554668

    		-0.1 ms

  





  

    		2023-04-12 19:02:39.850654

    		-1.0 ms

  





  

    		2023-04-12 20:02:41.260261

    		-0.1 ms

  





  

    		2023-04-12 21:02:43.07074

    		-0.7 ms

  





  

    		2023-04-12 22:02:45.865105

    		-0.5 ms

  





  

    		2023-04-12 23:02:49.44551

    		-0.3 ms

  





  

    		2023-04-13 00:02:52.448633

    		-0.6 ms

  





  

    		2023-04-13 01:02:54.053535

    		-1.1 ms

  





  

    		2023-04-13 02:02:56.879793

    		-0.8 ms

  





  

    		2023-04-13 03:03:00.060133

    		-0.9 ms

  





  

    		2023-04-13 04:03:02.918826

    		-0.4 ms

  





  

    		2023-04-13 05:03:06.755841

    		-0.8 ms

  





  

    		2023-04-13 06:03:09.956122

    		-0.3 ms

  





  

    		2023-04-13 07:03:13.407763

    		-0.3 ms

  





  

    		2023-04-13 08:03:15.454891

    		-1.2 ms

  





  

    		2023-04-13 09:03:17.015795

    		-0.2 ms

  





  

    		2023-04-13 10:03:18.512412

    		0.9 ms

  





  

    		2023-04-13 11:03:19.909082

    		1.0 ms

  





  

    		2023-04-13 12:03:22.445422

    		2.3 ms

  





  

    		2023-04-13 13:03:24.203431

    		3.1 ms

  





  

    		2023-04-13 14:03:26.30076

    		3.1 ms

  





  

    		2023-04-13 15:03:28.645558

    		0.3 ms

  





  

    		2023-04-13 16:03:30.362506

    		-0.4 ms

  





  

    		2023-04-13 17:03:32.643801

    		-1.9 ms

  





  

    		2023-04-13 18:03:35.150141

    		-1.1 ms

  





  

    		2023-04-13 19:03:36.702546

    		-0.7 ms

  





  

    		2023-04-13 20:03:39.593987

    		-0.9 ms

  





  

    		2023-04-13 21:03:43.043168

    		-0.8 ms

  





  

    		2023-04-13 22:03:44.574883

    		-0.2 ms

  





  

    		2023-04-13 23:03:47.250319

    		-4.6 ms

  





  

    		2023-04-14 00:03:50.870203

    		-2.8 ms

  





  

    		2023-04-14 01:03:53.964338

    		-1.1 ms

  





  

    		2023-04-14 02:03:57.75094

    		-0.9 ms

  





  

    		2023-04-14 03:04:01.285636

    		0.2 ms

  





  

    		2023-04-14 04:04:04.766869

    		-0.2 ms

  





  

    		2023-04-14 05:04:08.600618

    		-0.8 ms

  





  

    		2023-04-14 06:04:10.061169

    		-1.7 ms

  





  

    		2023-04-14 07:04:13.642105

    		-1.1 ms

  





  

    		2023-04-14 08:04:17.132925

    		-0.4 ms

  





  

    		2023-04-14 09:04:20.831286

    		0.9 ms

  





  

    		2023-04-14 10:04:23.810136

    		1.7 ms

  





  

    		2023-04-14 11:04:26.146014

    		2.1 ms

  





  

    		2023-04-14 12:04:28.439538

    		0.4 ms

  





  

    		2023-04-14 13:04:29.971275

    		0.8 ms

  





  

    		2023-04-14 14:04:31.924486

    		1.2 ms

  





  

    		2023-04-14 15:04:33.324448

    		0.8 ms

  





  

    		2023-04-14 16:04:34.901681

    		2.9 ms

  





  

    		2023-04-14 17:04:37.395748

    		-0.3 ms

  





  

    		2023-04-14 18:04:39.882109

    		-0.6 ms

  





  

    		2023-04-14 19:04:43.379828

    		-0.1 ms

  





  

    		2023-04-14 20:04:46.347146

    		0.2 ms

  





  

    		2023-04-14 21:04:49.479065

    		0.2 ms

  





  

    		2023-04-14 22:04:52.987651

    		-1.8 ms

  





  

    		2023-04-14 23:04:55.838858

    		-2.4 ms

  





  

    		2023-04-15 00:04:58.106594

    		-1.5 ms

  





  

    		2023-04-15 01:05:01.530549

    		-1.6 ms

  





  

    		2023-04-15 02:05:04.19936

    		-1.9 ms

  





  

    		2023-04-15 03:05:07.297925

    		0.0 ms

  





  

    		2023-04-15 04:05:10.476772

    		1.1 ms

  





  

    		2023-04-15 05:45:14.215094

    		0.4 ms

  





  

    		2023-04-15 06:50:28.856537

    		2.0 ms

  





  

    		2023-04-15 07:50:30.244565

    		1.0 ms

  





  

    		2023-04-15 08:50:32.65341

    		1.2 ms

  





  

    		2023-04-15 09:50:35.767782

    		1.0 ms

  





  

    		2023-04-15 10:50:37.630934

    		0.6 ms

  





  

    		2023-04-15 11:50:39.824014

    		1.4 ms

  





  

    		2023-04-15 12:50:41.457854

    		1.3 ms

  





  

    		2023-04-15 13:50:44.063664

    		0.3 ms

  





  

    		2023-04-15 14:50:45.460516

    		-1.5 ms

  





  

    		2023-04-15 15:50:47.172753

    		0.0 ms

  





  

    		2023-04-15 16:50:48.71266

    		-0.1 ms

  





  

    		2023-04-15 17:50:50.819037

    		-0.6 ms

  





  

    		2023-04-15 18:50:52.4034

    		0.6 ms

  





  

    		2023-04-15 19:50:55.887146

    		0.4 ms

  





  

    		2023-04-15 20:50:59.749843

    		-0.5 ms

  





  

    		2023-04-15 21:51:03.063115

    		0.4 ms

  





  

    		2023-04-15 22:51:05.49693

    		0.6 ms

  





  

    		2023-04-15 23:51:09.167265

    		0.3 ms

  





  

    		2023-04-16 00:51:11.387846

    		-0.3 ms

  





  

    		2023-04-16 01:51:14.000612

    		-0.6 ms

  





  

    		2023-04-16 02:51:17.21642

    		0.3 ms

  





  

    		2023-04-16 03:51:20.342194

    		0.9 ms

  





  

    		2023-04-16 04:51:23.414937

    		0.3 ms

  





  

    		2023-04-16 05:51:26.213667

    		-0.2 ms

  





  

    		2023-04-16 06:51:29.6501

    		1.7 ms

  





  

    		2023-04-16 07:51:33.245376

    		4.5 ms

  





  

    		2023-04-16 08:51:36.377127

    		1.6 ms

  





  

    		2023-04-16 09:51:39.309739

    		0.4 ms

  





  

    		2023-04-16 10:51:40.92474

    		0.2 ms

  





  

    		2023-04-16 11:51:42.531235

    		0.8 ms

  





  

    		2023-04-16 12:51:45.015556

    		2.4 ms

  





  

    		2023-04-16 13:51:47.570578

    		1.2 ms

  





  

    		2023-04-16 14:51:48.964365

    		-0.6 ms

  





  

    		2023-04-16 15:51:51.082919

    		-0.9 ms

  





  

    		2023-04-16 16:51:52.526368

    		-0.5 ms

  





  

    		2023-04-16 17:51:53.991317

    		-2.0 ms

  





  

    		2023-04-16 18:51:56.452796

    		-1.4 ms

  





  

    		2023-04-16 19:51:59.344582

    		-2.8 ms

  





  

    		2023-04-16 20:52:02.772308

    		-1.8 ms

  





  

    		2023-04-16 21:52:06.083063

    		-1.8 ms

  





  

    		2023-04-16 22:52:09.015427

    		0.3 ms

  





  

    		2023-04-16 23:52:12.21753

    		0.0 ms

  





  

    		2023-04-17 00:52:15.057224

    		-4.5 ms

  





  

    		2023-04-17 01:52:17.959411

    		-6.2 ms

  





  

    		2023-04-17 02:52:20.894043

    		-4.4 ms

  





  

    		2023-04-17 03:52:24.505905

    		-2.2 ms

  





  

    		2023-04-17 04:52:27.835248

    		2.8 ms

  





  

    		2023-04-17 05:52:30.908944

    		-1.1 ms

  





  

    		2023-04-17 06:52:32.487913

    		1.0 ms

  





  

    		2023-04-17 07:52:34.739865

    		0.3 ms

  





  

    		2023-04-17 08:52:36.316084

    		0.9 ms

  





  

    		2023-04-17 09:52:38.037483

    		1.1 ms

  





  

    		2023-04-17 10:52:39.812773

    		1.6 ms

  





  

    		2023-04-17 11:52:41.264769

    		-1.1 ms

  





  

    		2023-04-17 12:52:43.193682

    		2.3 ms

  





  

    		2023-04-17 13:52:44.713522

    		1.5 ms

  





  

    		2023-04-17 14:52:47.031332

    		0.8 ms

  





  

    		2023-04-17 15:52:48.6213

    		-0.2 ms

  





  

    		2023-04-17 16:52:51.288446

    		-0.9 ms

  





  

    		2023-04-17 17:52:52.794313

    		-2.0 ms

  





  

    		2023-04-17 18:52:54.87947

    		-0.8 ms

  





  

    		2023-04-17 19:52:57.530935

    		-1.7 ms

  





  

    		2023-04-17 20:53:00.276515

    		-1.4 ms

  





  

    		2023-04-17 21:53:03.197203

    		-2.5 ms

  





  

    		2023-04-17 22:53:06.654696

    		-2.9 ms

  





  

    		2023-04-17 23:53:09.564968

    		-0.7 ms

  





  

    		2023-04-18 00:53:12.08106

    		0.1 ms

  





  

    		2023-04-18 01:53:14.078209

    		0.5 ms

  





  

    		2023-04-18 02:53:17.714795

    		0.6 ms

  





  

    		2023-04-18 03:53:21.29124

    		0.6 ms

  





  

    		2023-04-18 04:53:24.449518

    		0.5 ms

  





  

    		2023-04-18 05:53:27.650024

    		0.6 ms

  





  

    		2023-04-18 06:53:31.365686

    		-0.2 ms

  





  

    		2023-04-18 07:53:33.541253

    		1.1 ms

  





  

    		2023-04-18 08:53:35.923782

    		2.3 ms

  





  

    		2023-04-18 09:53:37.690538

    		1.7 ms

  





  

    		2023-04-18 10:53:39.774139

    		0.0 ms

  





  

    		2023-04-18 11:53:41.56977

    		0.4 ms

  





  

    		2023-04-18 12:53:43.041028

    		-1.1 ms

  





  

    		2023-04-18 13:53:44.904945

    		-1.2 ms

  





  

    		2023-04-18 14:53:46.60413

    		4.0 ms

  





  

    		2023-04-18 15:53:50.011087

    		1.2 ms

  





  

    		2023-04-18 16:53:52.492658

    		-0.6 ms

  





  

    		2023-04-18 17:53:55.257803

    		-0.9 ms

  





  

    		2023-04-18 18:53:58.852492

    		-1.9 ms

  





  

    		2023-04-18 19:54:01.55805

    		-3.5 ms

  





  

    		2023-04-18 20:54:04.520336

    		-2.9 ms

  





  

    		2023-04-18 21:54:07.398869

    		0.2 ms

  





  

    		2023-04-18 22:54:09.533089

    		3.2 ms

  





  

    		2023-04-18 23:54:11.377334

    		0.8 ms

  





  

    		2023-04-19 00:54:13.363155

    		1.0 ms

  





  

    		2023-04-19 01:54:16.457212

    		1.3 ms

  





  

    		2023-04-19 02:54:19.587814

    		-1.1 ms

  





  

    		2023-04-19 03:54:22.78132

    		1.5 ms

  





  

    		2023-04-19 04:54:26.209376

    		-1.1 ms

  





  

    		2023-04-19 05:54:29.547852

    		-0.4 ms

  





  

    		2023-04-19 06:54:33.283138

    		-2.0 ms

  





  

    		2023-04-19 07:54:35.296938

    		-0.4 ms

  





  

    		2023-04-19 08:54:37.409654

    		5.3 ms

  





  

    		2023-04-19 09:54:38.967961

    		6.1 ms

  





  

    		2023-04-19 10:54:40.429156

    		0.8 ms

  





  

    		2023-04-19 11:54:42.067286

    		4.8 ms

  





  

    		2023-04-19 12:54:43.541352

    		-0.7 ms

  





  

    		2023-04-19 13:54:46.785572

    		-0.4 ms

  





  

    		2023-04-19 14:54:48.999168

    		-0.7 ms

  





  

    		2023-04-19 15:54:50.424686

    		-2.4 ms

  





  

    		2023-04-19 16:54:52.405457

    		-0.9 ms

  





  

    		2023-04-19 17:54:55.286069

    		-3.8 ms

  





  

    		2023-04-19 18:54:58.079582

    		-2.2 ms

  





  

    		2023-04-19 19:54:59.504871

    		-6.7 ms

  





  

    		2023-04-19 20:55:01.998693

    		-0.7 ms

  





  

    		2023-04-19 21:55:05.575707

    		-3.4 ms

  





  

    		2023-04-19 22:55:08.824809

    		-4.3 ms

  





  

    		2023-04-19 23:55:12.159294

    		1.5 ms

  





  

    		2023-04-20 00:55:15.432546

    		0.2 ms

  





  

    		2023-04-20 01:55:18.795493

    		-0.9 ms

  





  

    		2023-04-20 02:55:22.035664

    		-0.5 ms

  





  

    		2023-04-20 03:55:24.73186

    		-3.9 ms

  





  

    		2023-04-20 04:55:27.941669

    		0.8 ms

  





  

    		2023-04-20 05:55:30.884583

    		0.6 ms

  





  

    		2023-04-20 06:55:32.510989

    		-1.1 ms

  





  

    		2023-04-20 07:55:34.694049

    		-0.2 ms

  





  

    		2023-04-20 08:55:36.344865

    		-0.6 ms

  





  

    		2023-04-20 09:55:38.384935

    		1.8 ms

  





  

    		2023-04-20 10:55:40.510859

    		0.5 ms

  





  

    		2023-04-20 11:55:42.108748

    		0.5 ms

  





  

    		2023-04-20 12:55:44.398218

    		2.0 ms

  





  

    		2023-04-20 13:55:46.664054

    		-0.1 ms

  





  

    		2023-04-20 14:55:48.368588

    		-2.0 ms

  





  

    		2023-04-20 15:55:50.139184

    		-0.6 ms

  





  

    		2023-04-20 16:55:51.993444

    		-2.4 ms

  





  

    		2023-04-20 17:55:54.877714

    		0.2 ms

  





  

    		2023-04-20 18:55:58.216204

    		0.4 ms

  





  

    		2023-04-20 19:56:00.888226

    		-0.8 ms

  





  

    		2023-04-20 20:56:03.802667

    		-0.3 ms

  





  

    		2023-04-20 21:56:06.26745

    		-0.8 ms

  





  

    		2023-04-20 22:56:09.250796

    		-0.1 ms

  





  

    		2023-04-20 23:56:11.615906

    		1.5 ms

  





  

    		2023-04-21 00:56:13.87375

    		-1.3 ms

  





  

    		2023-04-21 01:56:16.732602

    		-1.2 ms

  





  

    		2023-04-21 02:56:19.580877

    		0.9 ms

  





  

    		2023-04-21 03:56:22.547131

    		-0.2 ms

  





  

    		2023-04-21 04:56:25.330529

    		0.1 ms

  





  

    		2023-04-21 05:56:28.46935

    		0.4 ms

  





  

    		2023-04-21 06:56:30.467478

    		3.6 ms

  





  

    		2023-04-21 07:56:33.340789

    		2.2 ms

  





  

    		2023-04-21 08:56:34.849755

    		3.1 ms

  





  

    		2023-04-21 09:56:36.788277

    		5.1 ms

  





  

    		2023-04-21 10:56:38.608368

    		0.9 ms

  





  

    		2023-04-21 11:56:40.492017

    		1.8 ms

  





  

    		2023-04-21 12:56:42.388133

    		3.4 ms

  





  

    		2023-04-21 13:56:44.396023

    		1.7 ms

  





  

    		2023-04-21 14:56:46.543245

    		-1.2 ms

  





  

    		2023-04-21 15:56:48.655528

    		0.0 ms

  





  

    		2023-04-21 16:56:50.75093

    		0.8 ms

  





  

    		2023-04-21 17:56:52.643493

    		-0.4 ms

  





  

    		2023-04-21 18:56:54.404299

    		0.1 ms

  





  

    		2023-04-21 19:56:56.917766

    		-0.4 ms

  





  

    		2023-04-21 20:57:00.086082

    		-0.2 ms

  





  

    		2023-04-21 21:57:01.790352

    		0.6 ms

  





  

    		2023-04-21 22:57:04.022118

    		-0.5 ms

  





  

    		2023-04-21 23:57:07.885971

    		-0.5 ms

  





  

    		2023-04-22 00:57:09.37124

    		1.6 ms

  





  

    		2023-04-22 01:57:11.240738

    		0.8 ms

  





  

    		2023-04-22 02:57:14.455111

    		-0.8 ms

  





  

    		2023-04-22 03:57:17.416463

    		-0.4 ms

  





  

    		2023-04-22 04:57:20.347972

    		-0.8 ms

  





  

    		2023-04-22 05:57:23.48212

    		0.2 ms

  





  

    		2023-04-22 06:57:26.364046

    		-0.2 ms

  





  

    		2023-04-22 07:57:28.482617

    		0.5 ms

  





  

    		2023-04-22 08:57:30.33617

    		1.2 ms

  





  

    		2023-04-22 09:57:33.434162

    		0.2 ms

  





  

    		2023-04-22 10:57:36.148965

    		0.9 ms

  





  

    		2023-04-22 11:57:37.634713

    		2.4 ms

  





  

    		2023-04-22 12:57:39.557244

    		0.5 ms

  





  

    		2023-04-22 13:57:42.886852

    		-1.0 ms

  





  

    		2023-04-22 14:57:46.306804

    		0.0 ms

  





  

    		2023-04-22 15:57:48.037038

    		0.4 ms

  





  

    		2023-04-22 16:57:49.803335

    		-1.0 ms

  





  

    		2023-04-22 17:57:51.866149

    		0.8 ms

  





  

    		2023-04-22 18:57:54.855783

    		1.9 ms

  





  

    		2023-04-22 19:57:57.5826

    		-0.4 ms

  





  

    		2023-04-22 20:58:00.761706

    		-0.2 ms

  





  

    		2023-04-22 21:58:03.643914

    		-0.3 ms

  





  

    		2023-04-22 22:58:06.170284

    		0.7 ms

  





  

    		2023-04-22 23:58:08.331602

    		0.3 ms

  





  

    		2023-04-23 00:58:10.528437

    		-0.1 ms

  





  

    		2023-04-23 01:58:12.877374

    		0.4 ms

  





  

    		2023-04-23 02:58:16.236585

    		0.8 ms

  





  

    		2023-04-23 03:58:18.733235

    		0.6 ms

  





  

    		2023-04-23 04:58:21.258353

    		-0.3 ms

  





  

    		2023-04-23 05:58:23.70967

    		-4.0 ms

  





  

    		2023-04-23 06:58:27.477014

    		-4.0 ms

  





  

    		2023-04-23 07:58:29.106847

    		-0.9 ms

  





  

    		2023-04-23 08:58:31.383054

    		1.1 ms

  





  

    		2023-04-23 09:58:33.012878

    		1.7 ms

  





  

    		2023-04-23 10:58:34.884547

    		2.5 ms

  





  

    		2023-04-23 11:58:36.671534

    		-0.7 ms

  





  

    		2023-04-23 12:58:39.66823

    		1.3 ms

  





  

    		2023-04-23 13:58:41.515946

    		-0.6 ms

  





  

    		2023-04-23 14:58:43.702504

    		1.6 ms

  





  

    		2023-04-23 15:58:45.984705

    		1.8 ms

  





  

    		2023-04-23 16:58:47.491793

    		0.2 ms

  





  

    		2023-04-23 17:58:50.54427

    		-1.5 ms

  





  

    		2023-04-23 18:58:54.023038

    		2.0 ms

  





  

    		2023-04-23 19:58:55.604559

    		-0.1 ms

  





  

    		2023-04-23 20:58:57.283624

    		1.5 ms

  





  

    		2023-04-23 21:58:59.54079

    		0.4 ms

  





  

    		2023-04-23 22:59:01.718984

    		0.6 ms

  





  

    		2023-04-23 23:59:03.933619

    		-1.5 ms

  





  

    		2023-04-24 00:59:05.992995

    		-2.8 ms

  





  

    		2023-04-24 01:59:08.509274

    		-0.9 ms

  





  

    		2023-04-24 02:59:11.215231

    		-0.2 ms

  





  

    		2023-04-24 03:59:14.450778

    		1.2 ms

  





  

    		2023-04-24 04:59:16.161311

    		1.7 ms

  





  

    		2023-04-24 05:59:17.796822

    		2.0 ms

  





  

    		2023-04-24 06:59:19.313845

    		0.5 ms

  





  

    		2023-04-24 07:59:20.701213

    		1.9 ms

  





  

    		2023-04-24 08:59:22.778274

    		2.7 ms

  





  

    		2023-04-24 09:59:24.533345

    		2.3 ms

  





  

    		2023-04-24 10:59:26.323665

    		3.1 ms

  





  

    		2023-04-24 11:59:27.887592

    		0.9 ms

  





  

    		2023-04-24 12:59:29.71626

    		1.3 ms

  





  

    		2023-04-24 13:59:31.867519

    		0.8 ms

  





  

    		2023-04-24 14:59:33.287297

    		0.3 ms

  





  

    		2023-04-24 15:59:36.200154

    		1.2 ms

  





  

    		2023-04-24 16:59:39.858454

    		-1.1 ms

  





  

    		2023-04-24 17:59:42.704021

    		2.6 ms

  





  

    		2023-04-24 18:59:44.042435

    		-0.1 ms

  





  

    		2023-04-24 19:59:45.628439

    		1.7 ms

  





  

    		2023-04-24 20:59:48.995744

    		-0.2 ms

  





  

    		2023-04-24 21:59:51.239982

    		0.4 ms

  





  

    		2023-04-24 22:59:52.92897

    		-2.5 ms

  





  

    		2023-04-24 23:59:55.765511

    		-1.4 ms

  





  

    		2023-04-25 00:59:59.65427

    		-3.6 ms

  





  

    		2023-04-25 02:00:02.443727

    		1.3 ms

  





  

    		2023-04-25 03:00:05.161607

    		-0.7 ms

  





  

    		2023-04-25 04:00:07.9879

    		-0.8 ms

  





  

    		2023-04-25 05:00:10.623663

    		-0.4 ms

  





  

    		2023-04-25 06:00:12.384307

    		-1.3 ms

  





  

    		2023-04-25 07:00:14.535216

    		2.3 ms

  





  

    		2023-04-25 08:00:16.193003

    		1.9 ms

  





  

    		2023-04-25 09:00:18.082845

    		2.0 ms

  





  

    		2023-04-25 10:00:19.579107

    		2.6 ms

  





  

    		2023-04-25 11:00:22.06642

    		0.1 ms

  





  

    		2023-04-25 12:00:23.625675

    		0.9 ms

  





  

    		2023-04-25 13:00:25.609901

    		3.5 ms

  





  

    		2023-04-25 14:00:27.772768

    		-0.4 ms

  





  

    		2023-04-25 15:00:29.600298

    		0.2 ms

  





  

    		2023-04-25 16:00:31.426076

    		0.9 ms

  





  

    		2023-04-25 17:00:33.145942

    		4.4 ms

  





  

    		2023-04-25 18:00:35.812276

    		4.0 ms

  





  

    		2023-04-25 19:00:37.285823

    		0.3 ms

  





  

    		2023-04-25 20:00:41.378651

    		1.3 ms

  





  

    		2023-04-25 21:00:44.461347

    		1.7 ms

  





  

    		2023-04-25 22:00:45.832655

    		-0.1 ms

  





  

    		2023-04-25 23:00:49.502235

    		-0.6 ms

  





  

    		2023-04-26 00:00:52.442034

    		-2.3 ms

  





  

    		2023-04-26 01:00:54.891459

    		-2.7 ms

  





  

    		2023-04-26 02:00:57.476659

    		-1.0 ms

  





  

    		2023-04-26 03:01:00.229457

    		-2.9 ms

  





  

    		2023-04-26 04:01:02.992463

    		-0.9 ms

  





  

    		2023-04-26 05:01:05.338426

    		-5.7 ms

  





  

    		2023-04-26 06:01:08.270804

    		-1.3 ms

  





  

    		2023-04-26 07:01:10.700056

    		0.8 ms

  





  

    		2023-04-26 08:01:13.153065

    		-3.4 ms

  





  

    		2023-04-26 09:01:16.010599

    		0.4 ms

  





  

    		2023-04-26 10:01:17.759828

    		1.4 ms

  





  

    		2023-04-26 11:01:20.139096

    		0.8 ms

  





  

    		2023-04-26 12:01:22.773836

    		0.3 ms

  





  

    		2023-04-26 13:01:25.235393

    		0.3 ms

  





  

    		2023-04-26 14:01:28.008988

    		-0.4 ms

  





  

    		2023-04-26 15:01:30.021175

    		-1.5 ms

  





  

    		2023-04-26 16:01:31.753907

    		-0.2 ms

  





  

    		2023-04-26 17:01:33.245587

    		-1.9 ms

  





  

    		2023-04-26 18:01:36.115508

    		3.4 ms

  





  

    		2023-04-26 19:01:38.814878

    		1.2 ms

  





  

    		2023-04-26 20:01:41.348513

    		1.8 ms

  





  

    		2023-04-26 21:01:44.907051

    		-1.5 ms

  





  

    		2023-04-26 22:01:47.747944

    		-1.7 ms

  





  

    		2023-04-26 23:01:50.430473

    		-3.4 ms

  





  

    		2023-04-27 00:02:12.827622

    		-0.9 ms

  





  

    		2023-04-27 01:02:17.606538

    		-0.4 ms

  





  

    		2023-04-27 02:02:20.014857

    		-0.4 ms

  





  

    		2023-04-27 03:02:22.478908

    		-0.5 ms

  





  

    		2023-04-27 04:02:24.759853

    		1.2 ms

  





  

    		2023-04-27 05:02:27.83663

    		1.7 ms

  





  

    		2023-04-27 06:02:30.568787

    		3.4 ms

  





  

    		2023-04-27 07:02:32.685372

    		-0.4 ms

  





  

    		2023-04-27 08:02:34.569052

    		1.1 ms

  





  

    		2023-04-27 09:02:36.197742

    		1.7 ms

  





  

    		2023-04-27 10:02:37.698447

    		-0.1 ms

  





  

    		2023-04-27 11:02:39.356829

    		0.4 ms

  





  

    		2023-04-27 12:02:41.25268

    		-4.4 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2023-04-14 12:26:10.832 UTC

    		13.49.90.19

    		Ulrika Årehed Kågström (UÅK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 12:27:33.808 UTC

    		13.49.90.19

    		Ulrika Årehed Kågström (UÅK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 12:26:45.018 UTC

    		193.10.32.167

    		Anna-Lena Sunesson (AS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 12:27:38.389 UTC

    		193.10.32.167

    		Anna-Lena Sunesson (AS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 12:42:25.356 UTC

    		185.196.4.6

    		Mats Liedhom (ML) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 12:43:31.943 UTC

    		185.196.4.6

    		Mats Liedhom (ML) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 12:44:09.593 UTC

    		158.174.198.162

    		Åsa Märs (ÅM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 12:44:44.402 UTC

    		158.174.198.162

    		Åsa Märs (ÅM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 13:17:29.605 UTC

    		192.121.175.201

    		Gustav Ullenhag (GU) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 13:18:29.925 UTC

    		192.121.175.201

    		Gustav Ullenhag (GU) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 14:11:38.53 UTC

    		90.224.166.192

    		Josefin Lundmark (JL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 14:12:16.807 UTC

    		90.224.166.192

    		Josefin Lundmark (JL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 14:32:48.968 UTC

    		31.211.196.81

    		Göran Hägglund (GH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 14:33:29.672 UTC

    		31.211.196.81

    		Göran Hägglund (GH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 14:49:25.908 UTC

    		213.204.198.236

    		Annika Qarlsson (AQ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 14:53:25.946 UTC

    		213.204.198.236

    		Annika Qarlsson (AQ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 15:02:19.868 UTC

    		80.252.169.88

    		Richard Gröttheim (RG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 15:03:09.226 UTC

    		80.252.169.88

    		Richard Gröttheim (RG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-14 16:14:24.209 UTC

    		193.12.4.159

    		Kjell Asplund (KA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-14 16:15:55.691 UTC

    		193.12.4.159

    		Kjell Asplund (KA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-16 04:40:46.015 UTC

    		188.151.193.101

    		Stefan Bergh (SB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-16 04:41:24.945 UTC

    		188.151.193.101

    		Stefan Bergh (SB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-16 17:22:24.165 UTC

    		176.10.254.167

    		Håkan Leifman (HL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-16 17:23:15.67 UTC

    		176.10.254.167

    		Håkan Leifman (HL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-17 18:41:18.343 UTC

    		83.250.23.132

    		Klas Kärre (KK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-17 18:42:09.284 UTC

    		83.250.23.132

    		Klas Kärre (KK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-19 17:12:51.275 UTC

    		78.78.19.201

    		Gail Dunberger (GD) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-19 17:13:41.018 UTC

    		78.78.19.201

    		Gail Dunberger (GD) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-19 19:31:16.396 UTC

    		217.213.147.63

    		Brith Holm (BH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-19 19:32:25.218 UTC

    		217.213.147.63

    		Brith Holm (BH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-05 16:34:13 UTC.

  

  

    		2023-04-27 12:22:29.81 UTC

    		90.231.195.169

    		Fredrik Sjölander (FS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2023-04-27 12:23:12.383 UTC

    		90.231.195.169

    		Fredrik Sjölander (FS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-04-13 17:42:25 UTC.

  









